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MODULE I: INTRODUCTION TO INFORMATION TECHNOLOGY

Introduction to Information technology: The rapid growths of information and
communication technologies have given rise to the evolution of several new jargons like
paperless society, electronic resources, portal / gateway and global digital library. In the day
context, all types of libraries viz: academic, public and special are not only providing printed
resources to their library users rather they provide printed, electronic as well as other Internet
resources like e-books and databases for fulfilling the day to day academic and research
requirements of the library users. The challenge, the present society faces in the 21st century
is keeping pace with the rapid developments in the information and communication
technology, one needs to continuously upgrade their knowledge and skills. It is understood
that we live in an information rich society where the amount of information and knowledge
in the present world is increasing at a tremendous pace. Information literacy is the ability to
evaluate information across the range information needed, locate, synthesize and using the
information effectively, using technology, communication networks and electronic resources.
Information literacy includes the full range of experience, and the user needs to enable the
use of information literacy.

Technology has been defined as "systematic knowledge and action, usually of industrial
processes but applicable to any recurrent activity”. In providing tools and techniques for
action, technology at once adds to and draws from a knowledge base in which theory and
practice interact and compact. At its most general level technology may be regarded as
definable specifiable way of doing anything. In other words, we may say a technology is a
codified, communicable procedure for solving problems. Technology, Manfred Kochen
observed impacts in three stages. First, it enables us to do what we are now doing, but better,
faster and cheaper; second, it enables us to do what we cannot do now; and third, it changes
our life styles. Information technology is a recent and comprehensive term, which describes
the whole range of processes for generation, storage, transmission, retrieval and processing
of information. In this Unit, an attempt is made to discuss the components of information
technology and to identify elements that really matter m the investigation and
implementation of new information technologies in information systems and services.

Evolution of Information Technology: Information Technology is study of skills. Modern
world is characterized by rapid growth and development of information technology (IT)
resulting in more dependence of the society, in a wider sense, on the individual knowledge
and competence of a person in the IT area. Although this addiction grows on day after day
basis, the human right to education and information is not extended to IT area. IT has great
potential to improve excellence, quality, efficiency and effectiveness. Supervision IT, human
resources present a demanding task for executives. As organizations jumble up between
positions involving in-house employment, to agile employment, and to outsourced support
for IT, the need to efficiently obtain, supervise and raise appropriate IT human resources
assumes greater significance.

The need to develop, maintain, operate, support a portfolio of information systems never
disappears. The past decade has seen the regular appearance of information technology as a
new computing discipline in educational institutions. In the past, the time between
introducing and using new technologies was somewhat long. The introduction of new
Information technologies alters the parameters of the staffing decisions constantly. Despite
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economic down streams, down turns and downsizing trends, the demand for new IT
professionals is expected to grow over the coming years.

The introduction of new IT in organizations makes the staffing dilemma more demanding,
given the lack of acquaintance with the expertise, the education curve connected with its
incorporation, the qualified scarcity of experienced human resources. With hurried
development of IT and further deepening of information production, more and more
enterprises have realized the tactical value of IT and made great reserves in it. However,
during IT implementation procedure, decision making, conversion degree, and IT
performance is often substandard to the expectation. IT has become full-fledged quickly and
gratitude to a tremendously dynamic and tight-knit academic group of people, undergone an
evolution unlike any other computing regulation. Information and Communication
Technology including issues related to reliability, usability, performance and trust.

The Merriam-Webster Dictionary defines information technology as ‘“the technology
involving the development, maintenance, and use of computer systems, software, and
networks for the processing and distribution of data.” Merriam-Webster states that the term
was first used in 1978.The key point of information technology is that it involves
the processing of data by computers. Therefore, the construction of computers does not fall
within the definition, and the processing of Information by manual or mechanical methods,
also does not count. Computers existed before 1978, but they were mainly used to perform
complicated calculations. Once computers were applied to indexing and sorting written
information, the term “information technology” was invented.

ICT has the potential to “connection the information gap” in terms of civilizing excellence of
education, increasing the magnitude of quality educational opportunities, making knowledge
building probable through borderless and unlimited accessibility to resources and people, and
getting populations in inaccessible areas to satisfy their basic right to education. As various
ICTs become increasingly reasonable, reachable, and interactive, their role at all levels of
education is likely to be all the more significant in making didactic outcomes relevant to the
labour market, in revolutionizing educational pleased and release, and in encouragement
“information literacy.”

IT is a rapidly evolving field, and anyone choosing a career in information technology should
expect to encounter change on a regular basis. IT staff often retrain as new technology arrives
and older systems are retired. A brief review of the history of IT will illustrate how much the
field has changed in a relatively short period.

The History of Computers: There is much debate over what constitutes a computer. Some
claim that an abacus is a computer because it uses counters to store a number, which can then
be manipulated. The Jacquard loom, first demonstrated in 1801, is a contender for the title of
the first computer because it took punched card patterns as an input and switched yarn
according to the given instructions.

Charles Babbage’s design for a difference engine, which he produced in 1822, is generally
considered to be the first computer design. His analytical engine, which he began to build in
1837 is considered to be the first programmable computer — its intended use was punch cards
for the input of instructions. Neither of Babbage’s two machines were ever completed.



However, a pupil of his, Ada Lovelace, derived a series of operational instructions for the
analytical engine, and this is hailed as the world’s first computer program, even though it was
never executed.

Some of the basic elements of data processing derive from the work of Jacquard and
Babbage. Any modern programmer is familiar with the constructs of the conditional branch
(if statements) and loops, and both were present in the analytical engine’s instruction set.
When the first electromechanical computers were built in the early 1940s, they used punched
cards or punched tape for their program input.

The History of Information Technology: The capabilities and design of computers
developed rapidly through the forties and fifties, with the first office application appearing in
1951. In the early days of computing, most computer operations were reduced to
calculations. The programs that drove them had to communicate directly with elements of the
computer. For example, to add one number to another, the programmer would have to write
an instruction to fetch one number from an area of storage into a register and then fetch the
second number from another named area of storage and add it in the same register
.Information technology, as we know it today, could never have happened without the
development of natural language programming. Early programming language involved a
series of codes, which were numbers. Early computer programmers usually came from a
mathematics background.

The industry was born with the first giant calculators digitally processing and manipulating
numbers and then expanded to digitize other, mostly transaction-oriented activities, such as
airline reservations. But until the 1980s, all computer-related activities revolved around
interactions between a person and a computer. That did not change when the first PCs arrived
on the scene.

The PC was simply a mainframe on your desk. Of course it unleashed a wonderful stream of
personal productivity applications that in turn contributed greatly to the growth of enterprise
data and the start of digitizing leisure-related, home-based activities. But | would argue that
the major quantitative and qualitative leap occurred only when work PCs were connected to
each other via Local Area Networks (LANs)—where Ethernet became the standard—and
then long-distance via Wide Area Networks (WANs). With the PC, you could digitally create
the memo you previously typed on a typewriter, but to distribute it, you still had to print it
and make paper copies. Computer networks (and their “killer app,” email) made the entire
process digital, ensuring the proliferation of the message, drastically increasing the amount of
data created, stored, moved, and consumed.

Connecting people in a vast and distributed network of computers not only increased the
amount of data generated but also led to numerous new ways of getting value out of it,
unleashing many new enterprise applications and a new passion for “data mining.” This in
turn changed the nature of competition and gave rise to new “horizontal” players, focused on
one IT component as opposed to the vertically integrated, “end-to-end solution” business
model that has dominated the industry until then. Intel in semiconductors, Microsoft in
operating systems, Oracle in databases, Cisco in networking, Dell in PCs (or rather, build-to-
order PCs), and EMC in storage have made the 1990s the decade in which “best-of-breed”



was what many IT buyers believed in, assembling their IT infrastructures from components
sold by focused, specialized IT vendors.

The next phase in the evolution of the industry, the next quantitative and qualitative leap in
the amount of data generated and how we use networked computers, came with the invention
of the World Wide Web (commonly mislabeled as “the Internet”). It led to the proliferation
of new applications which were no longer limited to enterprise-related activities but digitized
almost any activity in our lives. Most important, it provided us with tools that greatly
facilitated the creation and sharing of information by anyone with access to the Internet (the
open and almost free wide area network only few people cared or knew about before the
invention of the World Wide Web).

While computer networks took IT from the accounting department to all corners of the
enterprise, the World Wide Web took IT to all corners of the globe, connecting millions of
people. Interactive conversations and sharing of information among these millions replaced
and augmented broadcasting and drastically increased (again) the amount of data created,
stored, moved, and consumed. And just as in the previous phase, a bunch of new players
emerged, all of them born on the Web, all of them regarding “IT” not as specific function
responsible for running the infrastructure but as the essence of their business, data and its
analysis becoming their competitive edge.

We are probably going to see soon—and maybe already are experiencing—a new phase in
the evolution of IT and a new quantitative and qualitative leap in the growth of data. The
cloud—a new way to deliver IT, big data—a new attitude towards data and its potential
value, and The Internet of Things—connecting billions of monitoring and measurement
devices quantifying everything, combine to sketch for us the future of IT.

Just as chemical or metallurgical or electrical technologies enable the processing of raw
materials into usable goods, to satisfy man's and societies' needs so does information
technology (IT) help the storage, processing, transmission and exploitation of information to
satisfy a person's, company's, society's or government's needs for information. The invention
of printing was the first big breakthrough in Information Technology. It enabled literacy and
education to go up from 10% to over 80% within 50 years by making available vast amount
of reading material. That reading also led to the Reformation in Europe. Other break-through
for Information Technology were the inventions like telegraphy, telephony, wireless or radio,
television, broadcasting, computers (from room size to desk top to lap top to palm top and
very soon, wearable ones.)

21t Century information technology revolution: There had been breath-taking inventions
in electronics and photonics, micro-miniaturization, super and mega-scale integration; optical
fiber and communication satellite transmissions, electronification and digitization of all
information, storage and display devices and the transport of electronified information on
worldwide telecommunication networks, increasingly under the control of the sender and the
receiver. Information covers voice as in telephony, text as in fax, images as in video and data
as between computers. The limitation for transmission and reception of information only
from instruments connected to wires and therefore only from particular places, has been
dramatically overcome by earth-based cellular mobile, radio telecoms and now by satellite
based globe wide mobile systems like the Iridium.
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Information Technology devices like microprocessors are becoming mass appliances from
pace makers for the heart, hearing aids, and efficiency enhancers in automobile engines and
devices to steer space vehicles on the moon.

Technology is an enabler for more effectively managing the business, but does not solve the
problem unless it is tied directly to business and governance objectives. There is an urgent
need for IT in underdeveloped areas where access to even the smallest bits of knowledge can
have far-reaching, long term effects. The use of technology has a great many effects; these
may be separated into intended effects and unintended effects. The implementation of
technology influences the values of a society by changing expectations and realities.
Technology, throughout history, has allowed people to complete more tasks in less time and
with less energy. However, work has continued to be proportional to the amount of energy
expended, rather than the quantitative amount of information or material processed.

In countries like India, which undertook government-centered development since
Independence, government has become obstreperous, taking in the largest fraction of the
GDRP as taxes and the largest amount of their savings as loans. Government is not confined to
its primary role of defense, internal security, justice, primary education, primary health,
irrigation and roads, but it encompasses production, industries, services and businesses. It is
commonly known that most of government's money is spent very inefficiently and much of
it, on the salaries and establishment of the Government servants themselves and yet every
service is inefficient. And the delays and the non-transparency and controls breed corruption.
Talking about IT, Information technology (IT), as defined by the IATA, is, "The study, the
study, design, development, implementation, support or management of computer-based
information systems, particularly software applications and computer hardware.” IT deals
with the use of electronic computer and computer software to convert, store, protect, process,
transmit and securely retrieve information.

Technology has had profound effects on lifestyle throughout human history, and as the rate
of progress increases, society must deal with both the good and bad implications. Technology
often enables organizational and bureaucratic group structures that otherwise and heretofore
were simply not possible. Technology enables greater knowledge of international issues,
values, and cultures.

Due mostly to mass transportation and mass media, the world seems to be a much smaller
place. The effects of technology on the environment are both obvious and subtle. The more
obvious effects include the depletion of nonrenewable natural resources (such as petroleum,
coal, ores), and the added pollution of air, water, and land. The more subtle effects include
debates over long-term effects (e.g., global warming, deforestation, natural habitat
destruction, coastal wetland loss.) Each wave of technology creates a set of waste previously
unknown by humans. Humanity at the moment may be compared to a colony of bacteria in a
Petri dish with a constant food supply: with no way to remove the wastes of their
metabolism, the bacteria eventually poison themselves.

Today, the term information technology has ballooned to encompass many aspects of
computing and technology and the term is more recognizable than ever before. The
information technology umbrella can be quite large, covering many fields. IT performs a
variety of duties that range from installing applications to designing complex computer
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networks and information databases. A few of the duties that IT professionals perform may
include data management, networking and engineering. When computer and communications
technologies are combined, the result is information technology, or "InfoTech”. Information
Technology (IT) is a general term that describes any technology that helps to produce,
manipulate, store, communicate, and/or disseminate information. There are mixed
consequences of IT on environment. As previously discussed, each wave of technology
creates a set of waste previously unknown by humans. Talking of life, about fifty years, back
the line, no one was familiar with what is called Cyber Waste, but we are now. So, the point
is, despite of higher achievements, there are major drawbacks that IT has failed to rectify
during course of its evolution.

Industrial Revolution, Globalization and Information Technology: The spread of the
internet and the relatively low cost of digital technology mean that people lucky enough to
have access to digital networks are becoming more global and more local at the same time.
Small traders in shanties on the outskirts of Nairobi export across east Africa. In China,
‘Taobao villages’ allow previously cut-off rural populations to sell goods on Alibaba’s
trading platform.

New industrial technologies — including 3D printing, new forms of factory automation and
machine learning — are rapidly enabling the mass personalization of products and local
optimization of supply and demand. As a result, the maker movement and the sharing
economy are both expanding rapidly. This is increasing the number of people who can use
technology to create value. In 2016, GSMA found 314 tech hubs across Africa. Less than two
years later, this number had grown almost 50% to 442.

Globalization is, of course, not just about trade in goods. In 1967, in his book The Gutenberg
Galaxy, Marshall McLuhan coined the term the Global Village, laying out a remarkably
prescient view of the benefits and risks of an increasingly shared global media space.
Culturally, those connected to the internet are part of the same village conversations. This
brings the opportunity both for enhanced cultural understanding and empathy, as well as the
risks of polarizing dynamics.

On everything from domestic and international politics, to gender, race or other social issues,
the stories that dominate our societies are no longer shaped by a small group of sources that
are considered authoritative and trusted — now everybody has a voice. The cool, assured
tones of the BBC World Service or PBS compete with a cacophony of opinion, the ‘outrage
economy’, and a relentless stream of ‘Twitter meltdowns’. The expanded space for opinion
reduces the relative space for fact. Worse still, these very dynamics can be intentionally used
to create discord in the pursuit of discrediting people, ideas or institutions. The race for
technological advancement also lays the foundations of geopolitical influence, including the
ability to influence the form of globalization. Technologies have always granted those
countries and organizations that could master them economic, military and political power to
different extents.

Today, countries are aggressively investing in technologies such as artificial intelligence and
guantum computing. In fact, successfully harnessing new technologies is likely to be far
more consequential than inventing them. In his recent book Al Superpowers, Kai-Fu Lee
argues persuasively that China is among the best placed to win the next phase of the Al race,
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based on its ability to implement cutting-edge machine learning techniques and leverage its
access to massive amounts of data in an Al-friendly regulatory environment. Indeed, a
Chinese company, Yitu, won the 2017 Face Recognition Vendor Test, a benchmark
organized by the National Institute of Standards and Technology, which serves as the official
guideline for US government purchases. Meanwhile, Chinese Al startups received 48% of
global Al funding in 2017 — compared to 38% for US Al firms.

The Fourth Industrial Revolution is set to reshape economic power, scientific leadership, and
the architecture of value chains as well as future forms of political organization. This has big
impacts for how states relate to one another in the next phase of globalization. Global rules
and institutions — just like technologies — are far from neutral. They embed our values,
assumptions about the world, and desires for what we think the future should look like. Past
periods of globalization have been justly criticised for leaving people behind while also being
celebrated for generating wealth, spreading technologies and raising living standards around
the world. But we can, and should, do better in Globalization 4.0.

The printing press is often cited as an historical precedent for our tech-driven revolution in
society. A key milestone in the democratization of information and knowledge, it empowered
individuals and permanently altered economic, social and political structures. Literacy,
education, scientific progress and political participation became the currency of all, rather
than a few — leading to changing values, norms and life expectations. We need to ensure that
the technologies driving the next phase of globalization are human-centered and driven by
positive values. In particular, as the World Economic Forum’s forthcoming report on Digital
Futures notes, we should aim for systems and technologies which are inclusive, trustworthy
and sustainable.

What does this mean? Well, at the same time as we celebrate the opportunities of Al to make
our organizations more productive, we need to be closing the digital divide and making sure
algorithms challenge, rather than reinforce, existing prejudices and discrimination. And, as
we start to use distributed ledgers to revolutionize global finance, we need to be deploying
the blockchain to help refugees prove their identity and to help civil society organizations
track commitments to sustainability. Most of all, those of us lucky enough to have the power
to develop, invest in or even just use the latest technologies should do everything we can so
that those with the least amount of power feel that technology is on their side too. Both the
Fourth Industrial Revolution and Globalization 4.0 are opportunities to fix what went wrong
in previous eras. And that starts with building a shared commitment to a shared future, based
on those values which are truly cross-cultural: striving for the common good, safeguarding
human dignity, and acting as stewards for future generations.

Development of Information Technology: Despite the impression often given that
information technology has suddenly burst on the scene, its roots could be traced well into
the past. Historical Perspective The history of man-made information technology is one of
slow evolution dating back to 5,000 years. It has followed the mechanical and later electronic
rather than biochemical path, with primitive signs, hieroglyphics, the alphabet writing, the
book printing, and computer type-setting - a more or less linear development. More recently,
the telephone, radio, television, satellite transmission, transistor, the computer, and the
microprocessor represent distinct qualitative changes in the information technology, with the
fact that we now have to accept the composite term information technology to include a
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whole range of new developments. It has been said that information technology is the science
of information handling, particularly by computers used to support the communication of
knowledge in scientific technical, economic and social fields.

Definition of Information Technology (I1T):The term “Information Technology' (IT) has
varying interpretations. Macmillan Dictionary of Information Technology defines IT as "the
acquisition, processing, storage and dissemination of vocal, pictorial, textual and numerical
information by a micro-electronics-based combination of computing and
telecommunications”. Two points are worth consideration about this definition:

1) The new information technology is seen as involving the formulating, recording and
processing and not just transmitting of, information. These are elements in the
communication process which can be separated (both analytically and in practice) but
in the context of human communication they tend to be intertwined.

2) Modem information technology deals with a wide variety of ways of representing
information. It covers not only the textual (i.e., cognitive, propositional and
verbalised forms, we often think under the head information), but also numerical,
visual, and auditory representations.

UNESCO defines Information Technology as "scientific, technological and engineering
disciplines and the management techniques used in information handling and processing
information, their applications; computers and their interaction with man and machine and
associated social, economic and cultural matters". (Stokes)

Chartrand has defined "Information technology, as the collation, storage, processing,
dissemination and use of information. It is not confined to hardware or software but
acknowledges the importance of mass and the choices, the assessment criteria used to decide
whether he is controlling the technology and is being enriched by it".

According to Zorkoczy (1990) in its restricted sense, "IT is a new science of collecting,
storing, processing and transmitting information”. while Rayudu (1993) has defined "IT as
the acquisition, processing, storage and dissemination of vocal, pictorial, textual and
numerical information by a microelectronics based combination of computing and
telecommunication ".

In short, information technology is a generic term used to denote all activities connected with
computer based processing, storage and transfer of information. It involves computers,
electronic media, satellites, telecommunication and storage devices. To be even precise,
information technology has its origin in the technologies related to a restricted view of
information i.e., the generating, processing, representation and distribution of information.

Information technology, as defined by the Information Technology Association of America
(ITAA) is "the study, design, development, implementation, support or management of
computer-based information systems, particularly software applications and computer
hardware." Encompassing the computer and information systems industries, information
technology is the capability to electronically input, process, store, output, transmit, and
receive data and information, including text, graphics, sound, and video, as well as the ability
to control machines of all kinds electronically.
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Information technology is comprised of computers, network, satellite communication,
robotics, video text, cable television, electronic mail, electronic games, and automated office
equipment. Information industry consists of computer, communication, and electronics-
related organizations, including hardware, software, and services. Another usage of IT is
completing tasks using information technology which results in rapid processing and
information mobility as well as improved reliability and integrity of processed information.

This definition that was provided by UNESCO, while emphasizing the significant role of
computers, appears not to take into its purview the communication systems. It may, however,
be stated that communication systems are as essential to information technology as
computers. As a consequence, we have a convergence of three strands of technologies:
computers, micro-electronics and communications. In other words, a mosaic of technologies,
products and techniques has combined to provide new electronic dimensions to information
management. This mosaic is known by the name new information technology. It is important
to bear in mind that information technology is not just concerned with new pieces of
equipment but with much broader spectrum of information activities. Information technology
encompasses such different things as book, print; reprography, the telephone network,
broadcasting and computers.

Components of Information Technology: Information technology connotes an ensemble of
technologies. They particularly cover the computer capability to store and process
information, known as information processing and the telecommunication technology, which
are capable of transmitting information to distances.

The breakdown of these technologies is presented by James Williams (1982) in his paper
“Information Technology - A state of the art.” He presents the data in terms of the following
six major new technologies that appear to be relevant to modem libraries and information
system:

a) Processor, memory and input/output channels;

b) Micro, mini and large scale computers;

c) Mass storage technologies;

d) Data communication, networking and distributed processing;
e) Data entry, display responds technology; and

f)  Software.

These technologies can also be grouped into three major areas (1) computer technology (2)
communication technology, and (3) reprographic and printing technologies. A number of on-
line information services are available today on commercial and institutional level. (which
will be discussed later) The reproduction technology has advanced to a considerable extent
so that we are having great number of choices for selection and adoption in information
work.

Based on the aforementioned definitions, IT developments and areas of applications, the
libraries use information technology to:

e Automate housekeeping operations,
e Networking of libraries for sharing and exchange of library resources, and
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o Create databases to provide services to the end-users more efficiently than before.

It is experiential that, whenever the utilization of information technology is properly effected,
it helps growth and development of libraries in different directions.

A. Computer Technology: Computer technology (or Science) is the study of operating
principles of computers, programming languages and algorithms for solving
theoretical as well as practical problems. It involves the development and use of
devices for data processing. A computer is a machine that accepts data (in various
forms), performs certain operations to process it and presents the results in finished
forms according to the instructions provided to it. Computers are used in all aspects
of modem living i.e. medicine, education, publishing, business, transport,
communication etc and in personal use also. The history of computer technology can
be traced back to those years (e.g. 3000 B.C) when the orient civilization used the
abacus for calculating the simple arithmetic problems.

However, Blaise Pascal developed the first mechanical adding machine in 1642, which laid
the foundation for the modem computing machines. During these years the computers
developed from very large in size to very handy in size and their speed of operation from
very slow to unimaginable high speed. The most popular computers of today are the personal
computers (PCs) manufactured by different companies such as Apple, IBM, Compag, Hewitt
Packard and others.

The widespread use of computer technology has made dramatic developments in the
information transmissions process in every field of human endeavor during the past few
years. Highly sophisticated information services ranging from elaborate abstracting and
indexing services to computerized data bases in almost all scientific disciplines are in wide
use all over the world. The current developments in computer technology include mini
computers, microcomputers, personal computers, portable computers, super computers,
speaking computers, computers with 1Qs. See the robots, microchip technology, artificial
intelligence, software developments, CDROM technology, machine readable data base etc.

Mini and Micro Computers: Miniaturization has been introduced in the 1970s. Although,
each minicomputer has restricted capabilities, different machines are built for different
functions and between them their range of capabilities equals that of mainframe computers.
Moreover they have the advantage of economy and modularity. Microcomputers which are
almost as powerful and versatile as minicomputers having a single printed circuit board
supplemented with their main component and the microprocessor being no more than 1/4™
inch square.

Personal Computers (PCs): Personal computer industry has grown as a direct result of the
evolution of the microprocessor. They are now available at a cheap rate. These
microcomputers are used for the day-to-day personal applications. These computers
irrespective of their small size and low cost also provide a wide range of capabilities.

Super Computers: These have extremely large storage capacities and computing speeds,
which are at least 10 times faster than the other computers. They are used for large scale
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numerical problems in scientific and engineering disciplines. These include applications in
electronics, petroleum engineering, weather forecasting, chemistry, physics, medicine etc.

Portable Computers: The industry already developed miniature computers weighing less
than one kilogram that can easily fit into a brief case or a coat pocket. The Nippon electronics
came out with a portable computer measuring 30 cm by 21.5 cm and weighing 1.7 kg with 48
k byte expandable upto 128-kilo byte. These can be carried and plugged into a special outlet
connected to a computer located at some other place.

Speaking Computers: Computers will read the printed matter and speak it about for those
who cannot read. Similarly, they will be able to convert speech into written text. This will
help the blind to read and deaf to listen. This 'speaking print and printing of speech’ is no
longer mere imagination. At the Bell Laboratories in the USA, input has been provided to the
computer with the description of the tongue, lips, jaws, and vocal cords. The computer is fed
with a dictionary of words and grammatical categories. Finally the computer is informed
about the complex rules of timing, pitch and stress. It reads the movement of lips and prints
the text. In near future we will not need a stenographer. One can go on speaking and the
computer gives you the printed text. Similarly, one needs no translator.

Artificial Intelligence: Artificial intelligence is an area of study in which there is an attempt
to make mechanics do things. It is currently difficult to make them do especially things that
can be done by people. Artificial intelligence has been a sphere of development in computer
science. Main topics in artificial intelligence are (1) theorem proving, (2) game theory, (3)
scene analysis, (4) pattern recognition, (5) character recognition, (6) knowledge engineering,
(7) problem solving, etc.

B. Microchip Technology: The phenomenal increase in computer capacity and dwindling
down of costs are on account of the new and faster development in electronics technology.
The invention of transistor in 1947 at Bell Telephone Laboratories made a history in
electronics. Within a decade the device consisted of speak of silicon or germanium crystal
encased in a pea size metal can, with a complex of electronic switches commonly called
as the 'chip’. This integrated circuit technology initiated in 1959 has advanced the
technological capacity in quantum jumps.

The race is on to build smaller and denser microchips, the work-hours of the electronics age.
Microelectronics has acquired momentum with the advent of mustachio package technology.
This dramatically reduces the cost per interconnection by mounting as many as 118 chips on,
for example, a single ceramic carrier with upto 704 circuits on each chip.

CD-ROM Technology: Both the print media and its users are becoming obsolete due to
exponential growth of information and information sources. The storage media for
information are fast changing in a fascinating manner as follows:

PRINT MEDIA (papers, metal sheets, other hard materials)
FILM MEDIA (Microfilm, microfiche, etc)

MAGNETIC MEDIA (Magnetic tapes, drums, etc)
ELECTRONIC MEDIA (Floppy, hard disc, microchips, etc.)
OPTICAL MEDIA (CD-ROM. Videodisc,
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f. CD-WORM, CD-l, etc).

CD-ROM is an acronym that stands for Compact Disc Read only memory. It is an optical
disc of 120 mm diameter and a hole of 15 mm at the center with thickness 1.2 mm. Data is
recorded in digital form using laser beam. Each disc can store approximately 600 megabytes
of information equivalent to 3 lakh pages of text or 1500 floppy disks or an entire text of 20
volumes of encyclopedia.

Advantages of CD-ROM in information storage and retrieval are (1) permanent storage, (2)
high density storage, (3) durability, (4) portability, (5) low cost, (6) unlimited use, (7) data
protection, (8) personal computer based, (9) no telecommunication, (10) ideal for library
storage, (11) networking and data exchange, (12) as mass media, etc.

C. Communication Technology: Communication or telecommunication technology consists
of electromagnetic devices and systems for communicating over long distances. The
principal examples are telephone, radio, television, and cable. The history of
communication technology can be equated with the history of civilization itself It
developed along with human beings communicating to one another. The use of clay tablets,
hieroglyphics, alphabets, printing techniques photographic techniques, communications
through telegraph, telephone, radio and television: all seemed to develop to facilitate better
communication of ideas, expressions etc among human beings. Recently the
telecommunication technology developed along three directions to provide i) better
communication channels, ii) better networks, and iii) better sending and receiving devices.

The need to communicate more quickly and more efficiently has become a central focus in
our technological society. Economy, industry, education and security of the industrial nations
are going to depend heavily on the use of the latest means of communication technology and
to transmit information. In the form of signals between remote locations, using electrical and
electromagnetic media as carriers of signals, Telecommunication has achieved impressive
advances in recent years. Channel capacities, reliability and error rates have improved
dramatically. The major developments in the area are:

The following are the major modes of communication, which are forms for sharing purpose.
i. Telegraph, ii. Telephone, iii. Radio, iv. Cinema, motion picture, v. Television vi.
Computers vii. Communication Satellite viii. Online technology, ix. Internet x. E- mail xi.
Facsimile Transmission (FAX) xii. Teletext and videotext, xiii. Data system and Network xv.
Teleconferencing, xvi. Fiber optics and microwave Networking.

These are Audio-technology, audio visual technology, teletext and video text, fax, on line
search, e-mail, satellite technology, fiber optics, ISDN, Networking, teleconference, cellular
telephones, voice mail, pagination, communications, etc.

Audio Technology: There have been tremendous improvements and inventions in the field of
audio technology. The older gramophone records of T.A. Adison are now dwindling. Much
sophisticated cassettes and tape recorders are emerging. Marconi's ancient model of radio set
has seen many developments. The outmoded AM (amplitude modulated) radio receivers are
being replaced by the modem FM (frequency modulated) receivers. They offer improved
world fame. The recent development is the production of compact discs (CDs). These have
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very high storage density and can be used for speedy dissemination of information to the
needy around the world. The journalists for mass communication of data, information and
news can tape the potentiality of this powerful medium. Thus, the new audio technology can
be used in libraries and information centers for a wide variety of purposes such as
storytelling to children, imparting education, knowledge, recreation, etc.

Audio-Visual Technology: Motion pictures, television, videodisc are the main contributions
of this technology. Motion pictures are one of the instruments of mass media
communication. They are the dynamic source of information, education and recreation. The
recent development in the field is the 3D films. In 3D films, people feel the dimensions of the
object as if they come alive on the screen.

John Logic Baird in 1926 invented television. The television industry is undergoing many
changes because of changing technology. In its formative period major networks of stations
that carry a relatively small selection of programs at any one time dominated it. The spread
of cable TV systems and satellite broadcasting in the 80s have resulted in a much wider
choice of programs for viewers and in some cities, more than 100 channels are available.
Direct Broadcast Satellites (DBS) system was introduced with the launching of satellites for
this service. A DBS broadcasts programmes directly to home receivers that are connected to
small satellite antennas mounted on roofs.

In stereo TV transmission, two different audio channels are sent with picture. The receiver
decodes the two separate channels and produces the audio in two speakers. The sound is
more natural than conventional TV with single speaker sound.

High-definition TV (HDTV) has come which uses 1125 scan lines, producing a much
smoother and more detailed picture. However, a conventional TV set uses only 525 scan
lines to produce a picture. HDTV screen will be bigger and produce high-resolution pictures.

Videodisc is a new medium containing pre-recorded information, which allows the user to
reproduce the information in the form of images on the screen of a television receiver at, will.
There are three general types: magnetic, capacitive and optical or laser disc is more versatile.
It has high storage density for information. The optical disc captures text, photographs and
graphics. Both the digital optical disc and the videodisc provide the user with random access
within a fraction of a second after the keywords or the page numbers have been typed, the
relevant information is presented on the screen. Videodisc uses a special player connected to
a television set. The player is far cheaper than high storage magnetic discs. Video-disc
technology offers high quality storage, image stability and speed of recall.

Multimedia: This is a unique development in the field of information technology. Multimedia
are the technologies that facilitate the integration of two or more types of media such as text,
graphics, sound, full motion video, or animation into a computer based application. It is a
collection of multi-sensory presentation technologies combined through a common user
interface into an information delivery system. The presentation data types can include text,
image, graphic, audio, animation and video. The user interface is a computer-based system
that might consist of CD-Rom disks and customized graphical display hardware for data
compression, decompression, acceleration and transformation.
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It allows the user to browse and navigate quickly any type of complex information; it is
immensely helpful in the education process and learning and can be used either as a single
standalone system or multi-user system for information dissemination.

Videotext and Tele-text: Videotext or view data is an interactive system for transmitting text
or graphics stored in computer databases via ordinary telephone line on a television screen. It
is a simple to use low cost information system catering to large number of users. Teletext is
non-interactive form of videotext.

Teletext is the generic name for three British systems of electronic information delivery,
Ceefax, Oracle, and View data. The ceefax and oracle broadcast information continuously for
their users and may be received and read by anyone who has a TV receiver and a decoder,
whereas. View data operates by means of telephone lines connected to central computer. This
direct connection makes it possible to have two-way communication between the home and
the information supplier. A ceefax viewer can only see the information that the broadcaster is
currently sending. A view data subscriber gets information that is transmitted to his home
only when he actually requests it. Telecommunications of British post office is offering such
varied services as news, abstracts of publication lists of local restaurants, income tax
calculations etc. Similarly in 1984 the P&T Department of India started a system on the lines
of tele-text.

Facsimile Transmission: Facsimile has been boosted by the adoption of methods of data
compression made possible by compact, reliable and inexpensive electronics. During the
initial stages, the average speed of facsimile transmission was found to be 3.4 minutes per
page. This technology was slow. It was replaced by micro facsimile satellite communication
and fiber optics has increased the potential of facsimile transmission. A Japanese concern
developed in March 1990 the first desk top facsimile machine that can transmit full color
images with superior quality using digital image processing technology; it can compress or
enlarge the image on paper.

Online Information Retrieval: Online means the state of being in direct, immediate
communication (on-line-to). With the date base one wishes to interrogate and with the
computer on which this database is loaded online searching is the computer on which this
database is loaded.

Online searching is the computer-assisted retrieval of the bibliographic citations. It means
searching where in the search is processed while the user is connected to the computer,
thereby allowing the user to interact with the computer and adapt the search is conducted as a
two way conversation between the searcher and the system. The online system is also called
as interactive or conversational system. An interactive system is an online system, which
allows the user to input instructions, receive a response and then modify or manipulate
results.

The advantages are: (1) they provide fast and rapid responses, (2) more accuracy, (3) they
permit browsing, (4) can be used as a non-delegated search made, (5) system has the
capability of displaying its own controlled vocabulary, (6) search is more wide and
exhaustive and (7) helpful in multidisciplinary research areas.
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Many commercial and other organizations provide users with online access to databases in
machine-readable form. The major search services are DIALOG, ORBIT, NLM
(MEDLINE), ESA, BLAISE, RECON, BRS and NASA etc.

Electronic Mail: It is the most used service of the Internet. The messages can be sent to a
single person or to a group of persons separately at the same time through this facility. Its
speed is high and charges are low in comparison to postal service owing to which it enables
one to be in touch with the rest of the world in most technical and efficient way. E-mail
programs allow us to save print or reply the messages and also to attach word processing
documents, graphics or video images with our reply.

D.

Internet: Simply, the Internet can be defined as the global network of networks. It is a
network of interconnected World Wide Webs of different types of organizations like
universities, business, defense and science organization. It has emerged not only as an
important search device for research and development community but also for political
activists, farmers, librarians, journalists, scientists and many others. The various basic
facilities that can be availed through Internet may be summarized as follows (Sinha and
Dhiman,2001).

List Serves: This is a discussion group crated to share ideas and knowledge on a
particular subject. The discussion groups are created and monitored by someone
with an interest in that subject and are monitored by someone with an interest in
that subject and are open to anyone. One can join the list simply by sending E-
mail request to the list. The programme automatically reads E-mail request to the
list. The programme automatically reads E-mail messages and extracts your
address and adds this to the circulation list. The message sent to a list is copied
and then forwarded to every subscriber of the list. The first message tells you that
you have successfully subscribed to the list.

Usenet/News Groups: Unlike the list server, the news group servers provide
access to thousands of topic-based discussion group services that are open to
everyone. The newsreader software allows you to post an article to any group for
others to read. A comment to a message can be added to the thread of the article
and one can find answer to a specific question.

File Transfer Protocol (FTP): This is a mechanism that allows placing and
retrieving of files over the Internet. It allows downloading of software, product up
gradation and other things. FTP servers also supply a small amount of text
information. With the help command one can get online help to know more about
any doubts.

Telnet: This is used to denote the networking over the telephone. It is a simple
programme created by the National Center for Supercomputing Applications
(NCSA) that uses transmission control protocol/Internet protocol or TCP/IP to
provide connection with another computer. Using telnet you can contact a host
machine by typing host name of IP member and can transfer files from the
TCP/IP host to your own computer and can access databases.

Gopher: The Gopher was created by the microcomputer work station center of
the University of Minnesota to find information on the Internet in a user friendly
way. It is a menu driven programme that allows you to click with information
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servers or Gopher holes on the Internet to retrieve the information including text,
sound and images.

Vi, World Wide Web (WWW): The web is a large system of severs and combines/and
many of the Internet applications, which offers all kinds of information to any one
on net. This is a series of interconnected documents stored on computer sites. If
you use your computer and a software program called browser to visit a site on
the web, the screen displays a document called a home page. Home page gives the
name of the organization or individual sponsoring the web site and it plays a slot
of highlight words, buttons or pictures. It is the text and graphical screen display
that welcomes the user and explains the organization that has established the
page. Information using client server architecture Graphical User Interfaces (GUI)
and a hypertext language enable dynamic links to other documents. The Internet
can be used to access the information from the remote to read, download and print
the electronic books and journals and reference service beside some/ of the
housekeeping operations like acquisition and cataloguing.

Categories of Computer technology: Computer technology may conveniently be divided
into: processor technology, storage technology and software aspects.

Processor Technology: Computers consist of electronic components assembled in a design
or "architecture” that will perform necessary functions of input, output, computation and
control (control of both the computer itself and of attached peripheral devices that perform
input and output functions and store the files).

In the past, electronic components were expensive, so a minimum number were used in a
single processor that alternately performs input, control, processing and output. Besides, the
first generation of computers, operated by means of vacuum tubes or valves, were relatively
bulky and energy consuming. The first major innovation, leading to microelectronics was the
discovery of transistor, a product of solid state physics, which used semiconductor materials.
The most important development of these today is based on the non-metallic element
“silicon'. Being much smaller than the vacuum tube, the transistor quickly replaced it in all
electronic equipment. However, transistors and other equipment had to be wired together and
a single piece of equipment might have thousands of such components. The wiring and
assembly of such elements were a delicate and costly process. This naturally paved the way
for research towards the concept of integrated circuit (IC). At first IC's were simple but, as
the technology developed, they rapidly became smaller and more complex. This led to the
miniaturization and refinement.

The central feature of micro-electronics is the development of micro-processor, a special
form of IC with functions of arithmetic, logic and control - similar to those of Central
Processing Unit (CPU) of a computer and contained in a single chip. In addition, the
microprocessor includes units to interpret instructions from the stored programme to supply
the control memory the information necessary to retrieve instructions and send out data as
required. The microprocessor is the building block from which modem computer systems are
assembled. The microprocessor uses very, little energy and has few environmental
requirements of older machinery. Air conditioning, for example, might not be necessary for a
general purpose computer using microprocessor technology. The practical significance of
this is that it is now possible to bring the computer to the problem instead of bringing the
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problem to the computer. The aspects referred to above form a major hardware component of
a computer.

Storage Technology: In the previous section, the, recent innovations relating to the
processing aspects of computer technology were discussed briefly. In considering some of
the advances in devices for digital information storage, it may be stated that most of the
primary storage in computers is now supplied by semi-conductor circuits. There have been
significant developments in memory technology affecting three areas of performance
spectrum; the high speed, high performance; the midrange and the low speed bulk memory
systems. It is now possible that even a small computer system might have cache memory, a
small associative memory retaining most recently referenced information and in a readily
available place. In some cases, cache memory may be at the top of a hierarchy of memories
having a wide variety of characteristics. Memory management, dynamic memory allocation,
and virtual memory schemes, generally found in large computer systems, are now appearing
on computers which are small and less costly.

The development of charge coupled devices (CCDs) and bubble memories has filled the gap
which previously existed in the continuum of memory devices such as fixed-head magnetic
disks and these are slower than other semi-conductor memories. These memories have
advantage over magnetic disks in that they contain' no mechanical parts and could be used to
store significant amount of information and can be treated as a structured file system. There
has been a continuous improvement in recording densities of magnetic media. Floppy disks
and microfloppies provide a convenient media to store data. The development of video disk
has added a new dimension to the information storage technology. Video disks could' be used
to store large volumes of information in digital form. These kind of mass storage devices are
believed to be very useful in the development of information storage and retrieval systems. It
May be stated that all these innovations in storage technology provide us a variety of
alternatives depending on the requirements of speed of operation. These developments add
more capabilities to the storage aspects and may be considered advances in the storage
technology.

Software Aspects: Software is a generic term covering the concepts, procedures and
instructions which enable computer systems to do useful things. Usually, software is
conceived in terms of computer programs, discrete units of software which make the
computer to carry out specific tasks, and or systems or packages. The importance of software
is obvious, since it is the software which applies the power of the computer to solve the users'
problems. Many of the users need a clear understanding of the capabilities of software more
than hardware aspects. It is known for some years now that the "rapid increase in the
capabilities of computer systems has not been matched by corresponding increases in the
development and quality of software. This situation has caused much disenchantment with
computer systems. The methods by which computer software is produced have changed
considerably in recent years with the emergence of "software engineering"”, which enabled
improvements in programming practice, such as structured, or modular programming.

As one of the solutions to the software problem increased production and availability of
packaged software is encouraged. Another solution to the problem is the use of fourth
generation languages and flexible integrated software to produce prototypes of programmes
to meet the user needs. It is hoped that these solutions would be able to meet fairly standard
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requirements. For the average user they mean that there will be an increasing number of
packages to meet most of his needs.

Communications Technology: The development of communications technology is, in a
sense, a symbol of man's effort to communicate rapidly over great distances.
Communications technology is older than computer technology. It has grown as rapidly as
the computer technology in recent times. These two technologies are now fusing into what
Anthony Oettinger has called “compunications'. This newly emergent technology is changing
our life styles as few technologies have before. This new technology has probable and
important uses in the home, office, factory, community and in information exchange system
and holds prospects of immediate relevance to information profession. Some of the
significant aspects of information transmission technology are discussed briefly in the
following paragraphs.

A communication system can establish paths over which messages can be sent between any
two instruments in specified locations at desired times. This type of system is generally
known as switched .network." Communications technology has advanced to the extent that
now it is possible to hire services from a commercially operated network. Hence, there is a
steady growth of computer-to-computer data traffic. Also, computer manufactures are
offering network architectures which together offer multiple operating systems running on
families of similar computers. A terminal of a computer network may have access to any of
the computers within the network, if it is authorized to do so.

A computer serves as a terminal when connected for providing computation, information
retrieval, etc., in accordance with the request of the terminal. A multi-lateral access capability
allows the users of the terminal to share these resources. Such networks are characterised by
a new technique known as packet switching in which the message is divided into a number of
message blocks called packets and are transmitted between nodes in store and forward basis.
Among the information resources to be shared are the data bases. A number of information
systems have come into operation based on this concept.

Another advancement of great significance in telecommunications from the technological
point of view is that of a fundamental and massive shift from analog to digital modes of
transmission. This shift is underpinned by new transmission channels of enormous capacity.
This shift is massive in that it involves the replacement or upgrading of costly equipment. It
also involves types of communications namely voice, facsimile, computer transmissions and
television communication, which will all be affected.

For example, every manufacturer of semi-conductor circuits has started to produce a device
called Codec-short for “Coderdecoder'. This circuit takes the human voice and transmits by
the standard voice-grade telephone channel, samples the signal 8,000 times per second, and
encodes it into a digital bit stream. Digitised signals from hundreds of telephone
conversations are then bundled, transmitted over a high capacity communication links,
decoded at the other end, and reconstituted into a very close approximation of the original
voice. While this may appear to be an elaborate and excessively complicated procedure, the
switch from analog to digital makes good sense from a number of points of view. Firstly, the
cost performance of digital circuits continues to improve remarkably. Secondly, noise
problems inherent in analog devices can be eliminated. This transformation from analog to
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digital mode has resulted in the intelligent communication channel and has reduced even the
thin line of distinction between communications and computing.

As a result of rapid technological progress, a variety of services, which have traditionally
been considered separate, are now becoming increasingly similar. This tendency is generally
referred to as convergence of service modes. Telecommunications can now handle not only
speech and data but also visual information in a unified manner. Broadcasting is now capable
of providing two-way or selective dissemination of audio and visual information by way of a
broad-band cables in addition to conventional one way dissemination. With the result, two
traditionally separate 'services, telecommunications and broadcasting tend to merge together
in their mode of operation and thereby provide users with diversified types of information
more efficiently. This innovation could be utilised for the publication of journals through the
extensive use of techniques like facsimile text processing and word processing. Library and
information services may also be included into the integrated whole. To handle the economy
of scale, the concept of Integrated Services Digital Network (ISDN) is evolving very rapidly.

Reprographic and Micrographic Technologies:

Reprography: Reprography, as a term, has gained international recognition in 1963. It
includes "photocopying , microcopying, duplicating and in-plant printing and is characterised
by the small scale of its operatives”. Reprographic techniques include such processes as
diffusion transfer, physical transfer, quick stabilisation, diazo, thermography, and
electrostatography for copying documents. Reprographic technology has been playing a vital
role in the dissemination of recorded information and has now come to stay as one of the
means to provide access to document resources geographically located in different places.
Document delivery service largely depends on the facilities afforded by reprography.

Micrography: Micrographic technology is an outgrowth of photographic technology. Since
this technology is being increasingly used to supplement computer systems, strong electronic
and photoelectronic influences make it multi-technology dependent. Micrographic
technology finds its application not only as a publishing medium but also, as a
communication medium, computer output medium, and storage medium. In the past, the use
of microform as a publishing medium was limited because of inherent limitations. It may be
stated that the widely known field of use for this technology was in connection with
archivation and for file and library compaction, in which microforms replace traditional
paper publications. Micropublishing for selective retrieval should be seen as user-oriented
application in the context of changing information' transfer needs. It involves two separate,
but interlinked distribution processes, (i) publication of full content on microforms, and (ii)
distribution of retrieval support information (i.e., index, access to database, etc.). This
support information is the key to the retrieval. It can be made available on any medium (such
as paper, microfilm, magnetic tape or floppy disk) that provides ease of access to location
codes for the full information on microforms.

These micro-publications are resources and often essential tools for certain information
workers. Their value for the user depends primarily on the human engineering of the retrieval
support hardware and software and relevance of information that can be obtained in response
to a particular problem. The production process for a micro-publication reflects a dual
information flow. The content is either microfilmed or if it is available in machine-readable
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form, converted directly into microfiche by a COM system. The primary information is
inexpensively duplicated and distributed to all those who are in need of it. Vlicroforms
permit (as publication and storage media) compaction, organization for ease of use and
partial or full automation of retrieval. Most important, however, are the economic advantages
and the potential for up-to-date complete information supply in a decentralized and user-
oriented form. As information transfer medium, microforms exhibit many desirable features
suitable for use in IRS Systems with automated retrieval and on-demand reproduction. These
computer microforms (CMF) systems offer high on-line storage capacity and economic on-
demand publishing capabilities, provided special microforms with high reduction ratios are
used.

The new technologies are causing rapid changes. The factors which are having impact are
computers, microprocessors, lasers, digitisation of information and screen based technology
including television and telecommunications. Some of the aspects relevant to information
profession are developments in keyboards, OCR, input to photosetting systems, electronic
full page composition techniques, and graphic reproduction. Data capture in machine-
readable form is becoming easier with the advances in word processing and direct entry
photo setters. Increasing digitization of data makes printing a more systems oriented process.

Advantages of Information Technology: A variety of advantages can be derived by the
appropriate use of information technology. The advantages can be referred to anything
produced with the assistance of technology which allows completing more tasks with greater
accuracy and better quality in less time and for lower costs. It could be higher productivity,
better quality or it might be less tangible like ensuring users to have better image of the
library and improve response time or improving staff morale and motivation, in certain
nature of jobs. Hours of manual work are possible for completion within minutes through it.
Perhaps, there is a number of operation or service where you cannot apply information
technology. The benefits of it are in the following ways:

Information Technology

i Helps to avoid duplication of effort and work in library operations.
ii. Facilitates cooperation and resource sharing-through library network.
iii. Helps to introduce new services and improve existing services.

v, Allows integration of various library operations.

V. Executes repetitive nature of works.

Vi, Facilitates faster information communication.

vii.  Helps to increase the quality and range of services.

viii.  Increases morale and motivation of library staff.

IX. Facilitates easy and wider access to all kinds of information, sources.

X. Helps to increase efficiency and effectiveness in library operations. Ultimately
helps to save time, space, energy and resources.

Xi. Helps to improve productivity and image of the library.

Electronic Resources and Services in Libraries:

A. Electronic Publishing: This does everything, which has traditionally been done in the
image assembly operation up to paste-up stage. It combines typesetting with the
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electronic creation and manipulation of line art and half tones in one system. This
term in a broader context includes other communication techniques such as e-mail,
videotext, teletext, electronic journal, etc. The trend is towards quick publishing
where the document is created using computer and disseminated electronically over
networks in the final form.

. Desktop Publishing: The term DTP indicates that entire publishing is done on one
desktop. Generally this is used for the production of documents at the working place
itself, using computers and publishing softwares such as Ventura and page maker.
The author creates the documents on computer, using word-processing software, edits
and makes pages, adds graphics, designs cover and pages, on a single desk and the
document is produced on laser printer which may then be used as camera ready copy
for printing large number of copies through conventional means.

. Digital library: With the rapid development of technology and emergence of
Internet, electronic publishing is getting a tremendous impetuous from publishing
industry. In fact, digital libraries have brought many changes to the library users,
services and functions. The digital revolution is sweeping all aspects of life in
civilized world and the libraries have no exception. Digital libraries are able to
integrate the freely available information on the web with the more formal literature
for which licenses on electronic versions are arranged with publishers. These licenses
enhance and replace traditional collection development policies. However, digital
libraries facilitate time and place independent information services for students,
faculty members and research institution scientists which is indeed very essential in
active learning styles. The digital libraries are going to play vital role in the 20%
century and they are important component for capturing the explicit knowledge. This
has to be supplemented with the implicit knowledge to the digital system, which will
eventually get transferred into a knowledge management system.

. Virtual library: Broadly the term virtual library refers to an environment in which
component parts combine to provide access to information. Specifically virtual
library means a library connected electronically to other libraries or information
source. In other words, virtual library means with materials in digital format and
telecommunications access to digital catalogues and collections. Frequently virtual
libraries are defined as the act of remote access to the contents and services of
libraries and other information resources, combining an onsite collection of current
and heavily used materials in both print and electronic form with and electronic
network that provides access to and delivery from worldwide library and commercial
information and knowledge sources.

. Online Searching: Online database retrieval is becoming a major factor in
information activity. It is exerting immense influence on the information world on
present information services, on formulation of national and international policies. It
is enabling information centers and libraries to add a major new dimension of
services to their users in many subjects; Engineering, Marine Science, Agriculture,
Medicine and even in arts and humanities.

An online search is an interaction between an individual and a database, where the individual
states his query in the form of search terms and logical combinations, key words of search
terms, to retrieve small sets of very specific information, from large computer-stored
databases. The process of searching in an information retrieval system can be manual or
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online. An online search means a search of a remotely located database through interactive
communication with the help of computer and communication channel. The user can access
the database directly information activities. The term online searching can thus be used to
indicate search services available from producers of databases or vendors or suppliers of
these databases.

F. E-Collection: E- collection refers to the digitized documents that are archived and
available for retrieval to users. E-collection at IGCAR library consists of the
following categories: E-collection states that the libraries planning for e-collecting
building should have firm plan for local area network, content creation section,
software/hardware procurement. All the efforts should be taken to ensure the
copyright of documents being digitized and also their quality. Libraries should adopt
a proper method for backing up the e-collections and their recovery in case of any
disaster. The appropriate user interface is essential and the option to do search on
these e-collections will make the information services to patrons.

G. E-book formats: E-books are available in various formats. The most common are
Windows executable and PDF, although others include formats for specific computer
programs and handheld readers. EXE files are usually HTML files (web pages)
compressed into a single file. This file is executable, which means you do not need
any extra software to read the e-book, although most require you have Windows 95 or
above and Internet Explorer installed. The main problems with this format is the fact
that, like a web page, the page may look different on some computers (depending on
screen size, resolution, etc.) and also, this format is not compatible with Macintosh
systems. PDF stands for Portable Document Format and is widely regarded as the
best format for any document designed for Internet transfer due to the small size of
the files and the fact that it will look as the writer intended on almost every computer.
PDF files are also compatible with Macintosh systems to view PDF files you will
need to install the free adobe acrobat reader.

H. E-Books: Electronic publishing of books is a major development that is quickly
causing changes in the industry. E-publishing has developed rapidly over the past few
years. Different companies have launched with different strategies and ideas on how
e-books will be delivered. Will people read them on new devices known as electronic
readers? Will they read them on the computer screen? Electronic devices such as
palm pilots and electronic readers allow people the potential to store hundreds of
books at a time. This large potential market has generated a large amount of money
being poured into e-publishing to develop both the hardware and the software to
make this electronic transition a reality. However, encouraging people to give up their
comfortable hardcover and paperback books with dog-eared pages has been no easy
measure.

At first it was new upstart technology companies developing the technology and launching
new brands. However, recently the traditional publishing houses have also climbed on board
and are converting their lines of new releases and backlists into the available electronic
delivery formats, including both e-books and print-on-demand technology. Print-on demand
(also known as POD) allows publishers to print a single book at a time and avoid costly print
runs of thousands of books. A standard for e-books has also been developed by OEBF, an
organization of publishers and technology companies. However, Adobe PDF is also a widely
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used format for e-books and it competes with the OEB standard. Because e-book technology
is faster and can be implemented without the need for expensive print jobs a growing number
of publishers and publishing services that produce electronic books have emerged.

These companies aim to compete with the traditional publishers with new product offerings
and without the expenses of regular printing. While it is good to see competition in the
industry, the e-publishers have been too slow to convert readers to e-books and they face
increasing competition from traditional publishers who are entering e-books arena. However,
on the plus side for the new e-publishers, technology companies, including microsoft, are
working on rapidly developing software and hardware to turn book lovers into e-book
readers. Even individual authors have challenged the style of traditional publishing. Horror
author Stephen King is publishing a serialized novel solely on web with early success. An e-
book or electronic book is essentially a book that has been written in electronic format so that
it can be read directly from a computer screen.

An e-book is a text presented in a format which allows it to be read on a computer or
handheld device. Many titles which are available in printed versions can be read as e-books,
including bestselling fiction, classics and reference texts. E-books are also used to make out-
of-print work available, or to bypass print altogether, as with new works by aspiring authors.
E-books can consist simply of the electronic text or may also contain extras, such as audio,
video or hyperlinks.

I. E- Journals: Electronic journal may be defined broadly as any journal, magazine, e-
zine, webzine, newsletter or type of e-serial publication, which is available over the
Internet, and can be accessed using different technologies such as WWW, gopher, ftp,
telnet, e-mail or list serve, etc. E-journals are the periodical, regular or irregular
moderated unit made available in an e-format either on a static medium or via computer
networks. The University of Glasgow defines the term ‘electronic journal' as "any journal
that is available over the Internet can be called an 'electronic journal' in some cases, print
equivalents exist; in some cases, not. Some electronic journals are freely available;
others have charging mechanisms of different types. Established publishers issue some;
others are produced from an individual academics office. As with print journals, the
quality and relevance of e-journals can vary considerably."

I.1. Types of E-Journals: Electronic journals come in many types. Some of them are
traditional paper journals simply made available electronically; others are sample
selections or just the table of contents of the paper journal; still others have no equivalent
paper copies. They can be broadly grouped into two categories:

» Online Journals: Online journals are defined as those journals that are available on
'pay-as-you-go' as cost-per-access basis, via such online hosts as STN internal, using
proprietary retrieval software. These e-journals are not considered as part of library
collection because in most of the library, users are rarely allowed free to unlimited
access to remote online systems. Basically, online journals are the electronic versions
of existing printed journals e.g., American Chemical Society. All journals in full text
are available through STN International.
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» CD-ROM Journals: These are full text journals published and distributed in the form
of CD-ROM with regular updates, along with search software to access and print.
Link online journals, the vast majority of CD-ROM based journals are the electronic
versions of printed journals e.g.,

a) All journals and conference proceedings of IEEE
b) ADONIS
c) Applied Science and Technology (AST), Index of Wilson Company.

J. Electronic resource access types: The access to e-resources through Internet is
prominent because of the inherent advantages of the net over other media such as CD-
ROMs and advancement in web technology. The most significant advantage is of
wide access and currency of information on the net. However, the types of access are
in itself not uniform. The publishers provide the following different types of access
mechanism:

a. Free Access: On subscribing to the print version of the books, journals, reports,
conference proceedings etc., some publishers provide free access to the electronic
version of the e-resources.

b. Fee- based Access: This is one of the most preferred access mechanisms by both the
subscriber and publisher. On the payment of an access fee, which is a certain
percentage of the cost of the printed e-resource being subscribed, the publisher
provides access to its compete e-holdings. The subscriber will have to maintain the
print level subscription throughout the period of agreement. The access fee
percentage in such cases depends on the quantum of print level subscription.

c. Exclusive Subscription: Institutions can obtain complete access to all the e-journals
brought out by the publisher without subscribing to the print counter parts. However,
the subscription charges in this case are very high, i.e., approximately 90 percent of
the print subscription.

d. Selective Access: The subscribers choose a maximum number of e-resources from
the publisher and pays for them as per agreed terms and conditions. The publishers
because of the difficulties in their administration do not favor this type of access.

e. Institution v/s Consortium Access: Institutional access of e-journals is expensive and
not many institutions and organizations can afford to subscribe to e-journals,
particularly in developing countries. In consortia access, a few institutions that have
common interests and requirements can form consortia for e-journal access. This
would be an economic model for wider accessibility and develop a stronger
information base.

Information Technology in Indian Scenario: India has made remarkable progress in the field
of book production and publication, telecommunication, satellite, computer and laser
technologies. Promoted by these technological changes and innovations, the scenario has
metamorphosed to include a variety of endeavors in the field of library and information
science. Information programmes like NISSAT, ENVIS, BTIS NILNET, INDONET,
VIKRAM, NMIS INSDOC, BARL, SLET SENDOC, SAIL are being evolved and generated
successfully due to advancement in information technology. Besides, the International
Information System (11S), such as ASTINFO /UNESCO, INIS/ IAEA, AGRIS/ FAO.
GEMS/UNEP, TIPS/UNDP have their focal points in India.
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There are more than 20 organizations in India offering computerized bibliographical
information service. Besides information processing packages have been developed by
different organizations for (i) SDI and retrospective searches, (ii) current awareness, indexes,
catalogues etc. (iii) the source and classers, (iv) online query processing, (v) cataloguing, (vi)
acquisition, and (vii) circulation control. In library applications, Tymnet and GTE-Telnet are
widely used to access the online bibliographic search services. INDONET is an integrated
information management and distributed data processing facility spanning the entire country.
Attempts have been made to get databases from various organizations and make them
accessible online through INDONET. An international gateway in Bombay is set up with the
cooperation of Videsh Sanchar Nigam to enable Indian users to access international
databases available from LOCKHEED/DIALOG, SDC/ORBIT and ESANET.

INSDOC has arranged for online access to the ESA/IRS databases from terminal installed in
Bombay. The information centre for aeronautics in NAL, Bangalore conducts information
searches from the ESA databases. Informatics India limited at Bangalore offers information
services, now on a commercial basis. Again we have a programme named INFLIBNET, a
computer communication network for linking libraries and information centers in
universities, deemed universities, institutions of national importance, UGC information
centers, R&D institutions and colleges.

However, in Indian context, only special libraries and information centers are adopting to the
new technological changes. But there seems to be very little efforts in the direction of
introducing the technological developments in the academic and public libraries. This may be
due to (i) lack of motivation and awareness on the part of the library managers; (ii) non
availability of skilled personnel; (iii) lack of training opportunities to handle sophisticated
tools and machineries; and (iv) financial constraints.

But this state of affairs will be set right if the librarians come forward to adopt themselves to
the general and prevailing trend.

Role of Information and Communication Technologies in Transforming Legal
Education: Introduction Computers made their entry into education sector in the late 1970s.
With computers, other devices like printers, floppy disk drives, scanners and the first digital
cameras also made their way in education sector. At that time the term Information
Technology (IT) was used to describe computers and these various peripheral devices. Then
with arrival of internet and World Wide Web, emails and search engines a complete
transformation occurred in almost every field including education. A new term ICT emerged
in the language which is short for Information and Communication Technologies. It
embraces the many technologies that enable us to receive information and communicate or
exchange information with others. According to UNESCO the term “Information and
Communication Technologies (ICT) refers to forms of technology that are used to transmit,
process, store, create, display, share or exchange information by electronic means.” This
broad definition of ICT includes any communication device or application, encompassing:
radio, television, cellular phones, computers, satellite systems as well as various services and
applications associated with them, such as video conferencing and distance learning. ICT can
be used to support the educational content, the educational process as well as the
organization and Administration of education.
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Importance of ICT in Education: Due to its various characteristics, ICTs are making dynamic
changes in society. They are influencing all aspects of life. The influences are felt more and
more at schools, colleges and universities. Students and teachers have got more opportunities
in adapting learning and teaching to individual needs. ICTs have revolutionized the way
people work today and are now transforming education systems. Education policymakers are
attracted to the prospect that ICT can improve student achievement, improve access to
schooling, increase efficiencies and reduce costs, enhance students’ ability to learn and
promote their lifelong learning, and prepare them for a globally competitive workforce.
Effective ICT integration into the learning process has the potential to engage learners. For
instance, using multimedia to present authentic and ill-structured problems in problem-based
learning can motivate and challenge students and hence develop their problem-solving skills.
The benefits that ICTs can have for teaching and learning include:

1. Using ICT means that information can be obtained almost instantly. The worldwide web,
for example, contains a vast amount of easily accessible information. Such information
can provide learners with different viewpoints and a wider understanding of issues.

2. ICT helps teachers to adjust teaching materials to suit the needs and ability levels of
their students.

3. Computers equipped with internet and other means of ICT provide opportunities to the
students to study anytime and anyplace. Now they are not confined to the boundaries of
schools and colleges. Use of ICT has extended the scope of offering programme at a
distance.

4. ICT promotes multimedia approach of education like, audio-video aid, sounds, motion
pictures, television, filmstrips, records, computers and audio tapes etc. The use of audio-
video techniques has various advantages in education and learning. It makes learning
more interesting. Students can learn more quickly in audio-visual techniques as
compared to traditional class room learning. It makes learning more memorable and
brings the subject matter to life.

5. It creates environment with multiple tools and materials in which student acquire various
skills such as critical thinking, typing, presentation, and research skills. It also facilitates
contact between students and teachers, allowing joint activities and sharing of ideas.

6. ICTs enable new ways of teaching and learning rather than simply allow teachers and
students to do what they have done before in a better way. ICT has an impact not only on
what students should learn, but it also plays a major role on how the students should
learn.

7. ICT helps to prepare students for life after school. Proficiency in ICT skills, for example,
can improve job prospects.

ICT in Legal Education: In India legal education is regulated by the Advocates Act, 1961.
This Act has provided for setting up of the Bar Council of India and State bar councils in the
states. Advocates Act, 1961 empowered the Bar Council of India to fix a minimum academic
standards as a precondition for the commencement of study in law. Bar Council of India is
also empowered to recognise universities whose degree in law shall be taken as qualification
for enrolment as an advocate and for that purpose to visit and inspect universities and
colleges. The Act thus empowers the Bar Council of India to prescribe standards of legal
education and recognition of law degree for enrolment of law graduates as advocates.

32



Legal education cannot exist in a vacuum, therefore development in legal education is
necessary in accordance with the new means of information and communication
technologies. Traditional way of teaching is no longer useful in inculcate the practical skills
in students required to meet the challenges of competitive world of 21st century. Accordingly
Bar Council of India in its Education Rules, 2008, emphasised the importance of ICT in law
colleges and made it mandatory for every law college to provide at least 10 internet access
points with desktop facilities and one online database in the library for the students.

Application of ICTs in Legal Education: Form the very beginning The Legal Profession is
considered as a noble one. Hence, it is necessary to have the best Education System in
Law.18 For many years the use of ICTs to teach law has been a minor concern among law
schools and colleges. Due to this they face various difficulties such as, decline enrolment,
decline job prospects for law graduates, inability of fresh law graduates to present their cases
before courts etc. leading to shutting down of many law colleges. Against this backdrops
technology offers attractive possibilities of making legal education more efficient and more
effective. This is the reason that now a day’s every law college is trying to be equipped with
ICT facilities as much as possible.19 Some examples of application of ICTs in Legal field are
as under:

Electronic Books: E-books are nothing but the digital version of printed books. In addition to
textual matters, the e-books consist of hyperlinks, search facilities and multimedia
capabilities. E-books compilers compile also the source files into an easy one to distribute
life format like HTML, PDF and RTF files. In other words, an e-book has electronic text and
that text is showed to the readers visually.

E-Journals: An e-journal is a periodical publication which is published in electronic format,
usually on the Internet. Electronic journals have several advantages over traditional printed
journals. Student can search the content page of the full text of journal to find article of their
choice. They can read it anywhere in their laptops or even on mobiles so they don’t have to
be in the library. Students can save the journal in their desktops or laptops for future
reference.

Electronic Legal Data Bases:

1. Manupatra Online Legal Database: Manupatra provides legal, taxation, corporate and
business policy database which contain primary documents and analytical content
covering commentaries, digests, bare acts, judgments and articles. It is fee based
database having different subscription polices for different members of legal fraternity. It
provides privileged access to its users and empowers them with in-depth legislative
regulatory and procedural information critical for decision making in single online
platform. It may be useful for law students for preparing their moot court problems as
well as doing legal research as a part of their curriculum.

2. LexisNexis Database: LexisNexis® is a worldwide provider of content-enabled
workflow solutions designed specifically for professionals in the legal, risk management,
corporate, government, law enforcement, accounting, and academic markets. It provides
customers with access to billions of searchable documents and records from more than
45,000 legal, news and business sources.
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3. Westlaw: It is Thompson West’s online legal research data base service. It provides
quick, easy access to statutes, case law materials, public records, and other legal
resources, journals and law reviews published from all around the world. The primary
legal materials are available on jurisdictions of UK, USA and Commonwealth countries.

4. SCC Online Web Edition: It provides top quality information with an interface which
makes legal research a quicker, easier and more effective process for the students or
other legal professional. It has a collection of over 380 databases, with more than 3.4
million documents and over 16.7 million pages.

5. Judgment Information System (JUDIS): Judgment Information System Consists of the
judgments of Supreme Court of India and several other High Courts. All Supreme Court
reported judgments which are published in Supreme Court Reporter Journal since its
inception i.e. 1950 till date are available.

Effective use of ICTs into teaching-learning process has the potential to engage the students.
Various applications of ICTs such as audio-video aid to present practical legal problems can
motivate and challenge students and thus enhance their analytical and problem solving skills.
But for effective use of ICT in education, there is a need to change the attitude of teachers
and students. For this purpose intensive and continues training of teachers regarding the use
of ICTs in classroom teachings should be conducted periodically. To motivate the students
regarding the use of ICTs in theory as well as in practical training, it should be made part of
the curriculum. Computers and internet should be made available for the staff and students so
that they can share and communicate with each other important information beyond the four
walls of the classroom. Provisions for computer labs, WiFi, emails accounts should be
emphasized in the colleges and universities for effective use of ICTs.

Use of IT in Education in times of Covid-19 Pandemic with special focus on Legal
education: Online classes, webinars and master classes are a new normal for higher
education. Legal education is not untouched with this phenomenon. However, the question is
whether these measures are temporary or it would act as a catalyst for much desired reform in
Indian legal education. Felix Frankfurter (1927) observed rightly, “The law is what the
lawyers are, and the law and the lawyers are what the law schools make them.” A robust
system of legal education is a prerequisite for the “noble” legal profession. The Law
Commission in its 266th report has emphasized the dire need for maintenance of standards in
legal education, as the seeds of nobility of the profession has to be sown at this stage.
Ironically, a large number of committees and commissions have already spilled a lot of ink
on suggesting various reform measures with still existing concerns of fake degrees and
colleges.

The Bar Council of India (BCI) under the Advocates Act 1961 is tasked with maintenance of
standards of legal education which it has been fulfilling through the mechanism of inspection
of universities/colleges awarding “degree in law” and prescribing standards for legal
education. Historically, the legal profession in India has been rooted in formalism with its
own procedures and requirements etched in letters of law. So has been the legal education,
being delivered by traditional law colleges within their limited means. If one looks at the
timeline of reforms, transformation in legal education in India has been a bit sluggish. The
first major reform could be noted as an introduction of the 5-years’ integrated law program
offered by NLSIU Bangalore in 1986. It took about 10+ years for this reform to seep in,
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when the next law school (NALSAR) came into existence. Now over the last decade, we
have seen mushrooming of law schools in every state.

A set of private centres of excellence in legal education have also emerged during this period,
which shows the way towards making legal education global in India. The lockdown due to
Covid-19 has shaken everyone, including the legal profession and the centres of legal
education. At this point, agility in quick adaptation of technology and exploring the tools
available to transform the systems to function with social distancing is being experimented.
Courts have moved to online hearings (only urgent matters as of now), arbitrations and
mediations are happening online, clients are being counselled over Zoom.

While some legal professionals, being tech savvy, are enjoying and welcoming this, some are
learning new technology and grappling with it, others are posing resistance to the thought of
moving online post-Covid. It may be noted that use of technology in legal profession is not
new. A transformation through Information and Communication Technology (ICT)
enablement of Indian judiciary is being worked out since 2005. While the pace of reform has
gained in the last few years with the Digital India campaign, measures like e-courts, national
judicial data grid, etc., a full-blown transformation has not yet happened. This Covid
situation, acting as a catalyst, now forces us to think upon the pace of this digital
transformation in legal profession and, in turn, legal education. Rome was not built in a day,
transformation will not happen in a day; however, if one keeps thinking like this, Rome will
never be built. One has to begin thinking on future scenarios for using technology in the legal
profession.

The seeds of transformation have to be sown in the present generation, which is preparing
itself for the profession. Introduction of online learning mechanisms in legal education would
be the need of the hour. There were three kinds of responses to the Covid-19 lockdown from
legal educational institutions; (A) institutions with agility and reform mindset ramped up
their already existing systems to serve students (B) institutions caught unaware by the
situation tried to address the issue somehow with free online tools (C) institutions, which
could not do anything, due to lack of agility, resources and, mostly, due to lack of reform
mindset. | feel proud to be in Category A at UPES with a robust Learning Management
System and trained faculty to handle the Hybrid Blended and Online (HBO) learning. We
were able to engage students live in the online class rooms as per schedule, mentor them, and
conduct their internal assessments and offer online examinations. However, in India,
Category A is an exception, most of the institutions fell in Category B and many in Category
C. Ramping up some institutions from Category B to A and bringing all institutions from
Category C to B should be the focus of legal education reforms. While recommending this,
one cannot lose sight of the fact that this country is diverse and there would be some strata of
society not having access to resources. However, that should not act as a defence to throw the
baby with the bathwater.

Challenges of using Information Technology as a means for Education: One has to think
how the situation can be ameliorated and usefulness of digital transformation can be infused
in the mindset. This would be the first step. Advantages of online legal education are plenty,
not only for the advanced centres for legal education, but even for a law student staying in
the remotest part of the country. | think technology has significantly enabled students in
remote areas to access resource persons, literature and opportunities of internships online.
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Who could have imagined that a student of law in Jharsuguda would be able to hear Harish
Salve argue in the International Court of Justice at The Hague, or a student from a village in
Darbhanga could do a course from Yale through Coursera or a course from Harvard
University through edX. Today, a student can hear the who’s who in the comfort of his/her
house and even interact with them in many live sessions like Legally Speaking. UGC in its
recent guidelines on “Examination and Academic Calendar in view of Covid-19 pandemic
and subsequent lockdown” has emphasized the need for promoting online learning and
suggests provisioning of virtual classroom and video-conferencing facilities, training of
faculty on these platforms, preparation of e-content, and practice by the faculty to complete
their 25% teaching through online mode in post-Covid situation as well.

It is a welcome step and should also be embraced by the Legal Education Committee (LEC)
of BCI. As Albert Einstein once said, “In the middle of difficulty lies opportunity”, this is the
right time for the LEC of BCI to introduce reforms recognising the virtues of moving some
part of legal education to the online mode and focusing upon legal education with an eye
towards the future 5-10 years down the line. In coming days, we need legal professionals in
plenty who could handle the situation in tough times and uphold the justice system serving
the common man. It would be worth to end by quoting the Law Commission of India, “Legal
education in India should be structured in a manner where the BCI, along with legal
academics may endeavour to innovate, experiment and compete globally. A balance should
be maintained in order to change the entire fabric of legal education system in India, keeping
in mind the necessity of globalisation.”

While the Technology is being used as a catalyst for change in the education system during
this pandemic, it is not free from faults. The Organization for Economic Co-operation and
Development (OECD) reports some sobering figures in this regard. 700 million students even
have no internet access at home. It is even more sobering to find that half of the students kept
out of the classroom by COVID-19 (close to 800 million students) do not have access to a
household computer. 43% (some 700 million students) even have no internet access at home.
Furthermore, about 56 million students live in locations that are not served by mobile
networks.

It clearly shows that challenges in ensuring educational continuity do not stop with the
deployment of digital solutions for distance learning. We also need to pay close attention that
technology in education will not amplify existing inequalities and not deepen the digital
divide. If we don’t do that, students from disadvantaged backgrounds will remain shut out if
schools shut down, particularly those students who lack the resilience, learning strategies or
engagement to learn on their own.

The big challenge is to bridge the digital divide in education. To ensure digital technology
provides equitable and inclusive access to education, we have to focus on closing such digital
divides. Even where getting online is possible and affordable, extra efforts are needed to
empower groups that are excluded. Projects such as Close the Gap that offer high-quality,
pre-owned computers to educational projects in developing countries are just one example of
how we can achieve this. We will discuss more challenges and opportunities on how to
bridge the digital divide in education at the G-STIC conference.
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The general challenges are as follows: The major disadvantages of Information Technology
(IT) are:

e Results in lack of interest in studying- As everything is now accessible or through data
saved in a computer or mobile devices, it develops poor study habits and lazy attitude
among students through education. Now day’s students are more dependent on internet
instead of their books and input from the teachers.

e Discover unusual things in the computer- Internet do not always help students in search
of things that are valuable for them. There are several things found in the internet that
are not good for students. As a result student may lead to wrong path.

e Hindrances academic performance- Instead of using their laptops and tablets for their
studies and online test students more often visit social networking sites which may lower
their academic performance.

e Expensive- The IT facilities are not available in the schools. Most of the schools are not
in a position to afford the purchase, maintenance and other expenditure involved in its
use. The cost of laptops, wireless broadband projector for example contributes a large
percentage of the school budget.

e There is a widespread ignorance about the use, applications and advantages of IT on the
part of teachers, head of the institution and educational authorities responsible for
bringing improvement in the functioning of the school particularly related to teaching
learning and organization of co-curricular activities with the help of such technologies.

e Today’s teachers are not well-equipped with modern use of technology. There is a great
paucity of such competent and skilled teachers who can use and integrate right
technology in an appropriate manner for effective integration of IT in dealing with
school curriculum bringing desired change in the behaviour of the learners.

e The prescribed curriculum in schools, colleges and university, the examination and
evaluation system, the available instructional material and the infrastructure are not in a
position to provide desirable support for the use and application of IT in the teaching
learning process and other useful activities for the benefit of the pupil.

e Lastly it can be said that lessons delivered online or through digital resources reduce the
face-to-face interaction between teacher and student that provides a more personal
experience.

Role of information technology in education: Most of the governments have shut down the
educational institutes to avoid the infection ofCOVID-19. This nationwide shutdown is
affecting around 72% student’s population. UNESCO is providing support to many
countries in continuing education through remote learning. This is encouraging the use of
technology in the field of education. During this pandemic, distance and online education is
developing and growing rapidly. There are many organizations who are trying to curate the
education such as mEducation Alliance, INEE, UNESCO, Commonwealth of learning
etc. Governments are opting for Home-schooling/ Home-education. Initially these changes
might have caused inconvenience, but it has also given a new direction to education.
Online learning platforms are the boon for education. Even though before COVID
outburst too online training was getting used around the world at a large scale, during
this shutdown it is being used the most everywhere school, colleges universities etc.
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Role of Various Countries To Support Education During Covid-19 Pandemic: Major
suffering countries around world are dealing with education during COVID outburst,
using different tools and technologies. In china education department is involving the people
in developing cloud based online learning platforms.In the same way Hongkong based
forum (readtogether.hk) is providing more than 900 educational resources that
includebook chapters, videos, assessment tools etc. Education innovation is getting so much
attention now a day beyond the government funded projects. There are many private
companies which are investing in this field. Google and Microsoft in US, Alibaba in
China, Samsung in Korea are awakened to innovate new tools and techniques of
education through digital media. Although most of the initiatives are relatively segregated
and limited in scope, the COVID-19 pandemic pave a new path for very big scale industry
collaborations to be formed around a common educational goal. It is seen by the study
that only 60% of the students around the world can join online trainings, remaining
were left behind. The major reason behind this is the cost of resources, unless the
cost reduced the gapin education quality and socioeconomic equality will be more
exacerbated. Many countries are working on Edu-Tech even before covid-19 pandemic
because of following reasonsl.Costless study material over the internet. Funding agencies
supporting schools and connecting them with internet is challenging.

I1l. The World Bank Group Support to Education Through Ed-Tech : World Bank
Group (WBG) works in collaboration with government and performs research work
on ICTs (Information and Communication Technologies). It is working a lot to make
leaning system robust and to reduce the poverty over the world. WBG provides supports for
digital learning, teacher training, educational content development, skill development and
R&D activities. During this pandemic, Information and Communication Technologies
(ICTs) play very important role in providing innovating form of teaching and learning to
the teachers and to the students. Determination of efficient tool to enhance learning and
to increase the effectiveness of education system requires critical effort. If implemented
properly, use of Information and Communication Technologies (ICT) in education
would be very promising. Use of various software in online classroom allow students to learn
at their own pace at the same time we have to face many challenges too for e.g. high
cost, difficulties in implementation, increased burden of faculty. Also there are some
subjects which are little tougher to learn online. Moreover many tools (Hardware and
Software) are required with faster speed. Also internet has to be ubiquitous to make ICT
successful. Below subsections presents challenges and guidelines provided by World Bank
Group A.

Challenges: The World Bank Group is putting a great effort in collaboration with ministries
of education of many countries for providing Ed-Tech solutions to the educational
organizations while this closure due to pandemic. The guidelines provided World Bank
Group presents the standard ways to design and execute remote learning. This learning
includes resources such as web learning, learning through TV and Radio, and Mobile
learning. Many countries have high quality teachers who can deliver their knowledge
to fulfill standard professional expectations. They have pedagogical skills and expertise in
their area. They know how to structure lesson planning, and teaching methods to meet
individual’s expectations. They make use of assessment tools in an effective way. The
teachers may be very efficient, remote learning can generate additional challenges and
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make teaching process complex as much effort is required to structure and present
the contents through web. Teaching contents must be interesting and keep student
engaging. While teaching session must be interactive so that students can feel the virtual
presence of teacher. And the tools used for assessment should reflect the real learning of the
students.

World Bank Group (WBC) Guidelines for Remote Learning: Although there is no standard
way available to replace traditional classroom teaching experience, innovative
approaches have to be used in respond to COVID-19 and to ensure continuous learning. In
many areas of world people are from low income group and thereis a lack of
accessing high speed internet. There are following principle guidelines for the policy-
makers to design remote learning.

i.  Designing multipurpose learning model.

ii. Develop an inventory of digital contents that can be deployed through remote
learning.

iii. Arrange E-contents in  alignment with  curriculum  of  respective
university/college to make sure that the contents will meet the objective of the
course.

iv.  Develop a helpdesk (virtual) to support students and teachers for interaction and to
solve the queries

v. Use printed study material at home (if physical distribution of the same is
possible), if not then newspaper or social media can be used to provide materials.

vi. Radio education can be a good way of interactive verbal education. This is
especially useful in the area where either broadband connectivity is not there or
quality of it is very poor

vii.  Recorded lectures of good quality teachers can be broadcast on Television. These
recordings can be re-run by the students if he/she does not understand any part of
lesson.

viii.  Enhance the digital infrastructure and bandwidth to promote remote learning.

ix.  For a particular syllabus, one portal must be there, where all the contents should be
available to the students in a standard way that leads to ease of access.

X.  Material should not be bound to one kind of devices. It should be diverse in
nature and available through TV, mobile, Laptops and Tablets.

xi.  Optimize the learning tools for low bandwidth which will be very helpful in current

scenario.

xii.  Instead of long lectures, short, crisp and quality lectures should be delivered online to
engage all types of students.

xiii.  Provide guideline manual to students and faculty to access the material from portal.

Distance learning E-sources:

A Google Class room:It is a virtual class room that is being used over all around the
world. It allows teachers to structure various topics and then distribute study material
under those topics. It saves the time, helps to communicate and keep the work organized. It
also allows the students to give comments and ask queries. Teachers can grade students
through assignments and quizzes. It has so many features and easy to use for both teacher
and students. It is available free.
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1. A Thinkific: Thinkific is a very famous E-learning platform. It allows the
teachers/trainers to create their own courses then they can register the students in
those courses freely or on payment basis. It is very user friendly and allows us to
create unlimited courses. It provides us one month free trial and charges are taken
around 49 Dollar/Month.

2. Udemy:This platform is already having more than 20000 subject matters created by
the experts. It allows us to create course contents in many ways like PDF, PPT, video,
etc. It provides self-paced video learning material. It already has registered more than
12 billion students till date. It takes 50% of the selling of the course from the trainer.

3. LearnWorlds :It allows us to create our own online training academy. It is a
standalone learning platform. It also provides marketing tools. It allows us to create
courses in very user friendly manner. It doesn’t require technical skills. Other than
study materials ,it also provides tools for assessment such as quizzes,
assignments, grade book etc. It charges at least 29 Dollar/ Month fee from instructor.

4. Skillshare: It is also very popular learning platform. It contains around 24000 lessons
of different subjects.it has more than 4 million students registered with it. It divides
classes into four categories i.e. Creative arts, Technology, Business and Lifestyle.

5. Courseralt:It provides great quality e-learning courses. It also provide certifications
for various courses. Other than training courses it also provides degree courses. It
directly deals with the universities and colleges and provides trainings to their
students.

6. Open-edX: It is created by the team of Harvard University and MIT. It
provides 8000 courses of around 100 universities. The courses are from the streams
such as data science, computer science, humanities, business, math and engineering.

7. G.WizlQ: It is a self-paced; cloud based E-learning platforms. It allows for on
demand webinars live to the users. It gives classroom like feeling to the trainers and
to the students. Initially it allows for free trial then applies charges according to
number of attendees.

8. Teachable: It is a very user friendly and easy online training platform. It provides
easy solutions for uploading the E-contents. It also provides quizzes as assessment
tools.

To avoid the educational loss caused by covid-19 lockdown, E-learning platform is the best
solution. These E-Learning tools can be accessed through laptop, Mobiles, Tablets,
and Smart TVs. Government of various countries encouraging educational institutes to
use E-learning platforms so that they can recover from the losses caused by COVID-
19outburst. In many developing countries there are poor areas where high quality broadband
is not available. The government should make various plansto provide the good quality
broadband in such area in this crisis. And make education available to everyone. Teaching
trend has been changed; now and onwards digital platform will play very important role in all
the teaching institutions.

How the Technology is helping us during pandemic: Epidemics and pandemics have been
threatening the human race time and again. SARS, H1N1, Ebola, and more have shown their
teeth in the past, but with each such outbreak, we are learning new ways of fighting and
managing such unexpected diseases that can potentially kill millions of people. Technology
cannot prevent the onset of the pandemics; however, it can help prevent the spread, educate,
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warn, and empower those on the ground to be aware of the situation, and noticeably lessen
the impact. Today, with converging technologies like mobile, cloud, analytics, robotics,
Al/ML, 4G/5G, and high-speed internet, it has become possible to test several innovative
approaches to pandemic response. Here, we have listed eight such areas where technology
plays a vital role:

A. Fighting misinformation: Misinformation about the number of fatalities, diagnosis
and treatment options, vaccines, medicines, government policies, etc., creates more
panic and anxiety among the population. The result can be widespread chaos, panic
buying, hoarding of essential commodities, price rise, violence on the streets,
discrimination, conspiracy theories, and so on. In order to reduce false information,
companies like Google, Facebook, and YouTube are working tirelessly to guide
people to the right, verifiable information such as that published by WHO or local
authorities and government. By making accurate information available to everybody,
a transparent scenario can be created and the people can be informed about the right
steps to take.

B. Finding Drugs: When a new pandemic strikes, the first question on everybody’s mind
is if there’s a drug to cure it or a vaccine to prevent it. The world is now desperate to
find ways to slow the spread of the coronavirus and to find an effective treatment.
Technology is becoming an enabler to make the process faster. Al is playing
important role in suggesting components of a vaccine by understanding viral protein
structures, and helping medical researchers scour tens of heaps of relevant research
papers at an unprecedented pace. Teams at the Allen Institute for Al, Google
DeepMind have created Al tools, shared data sets and research results. In January,
Google DeepMind introduced AlphaFold, a cutting-edge system that predicts the 3D
structure of a protein based on its genetic sequence. The University of Texas at
Austin and the National Institutes of Health used a popular biology technique to
create the first 3D atomic scale map of the part of the virus that attaches to and infects
human cells—the spike protein. Al Can Help Scientists Find a Covid-19 Vaccine.

C. Increasing traceability and transparency by sharing data: During a pandemic, clear

messaging to the populace is critical to make sure they are informed and reminded to
use appropriate precautions. Several groups are using the trending technologies like
mobile, Al, ML and more, to provide visibility on the outbreak:
Microsoft Bing launched an interactive COVID-19 map to provide widespread
disease news. Sixfold has published a free live map of border crossing times for
trucks to enable all of Europe’s supply chains to understand expected delays in
receiving shipments. Social platform like TikTok has partnered with WHO on
COVID-19 to help keep their users knowledgeable with correct, timely facts, along
with a live stream from the WHO where users will be able to ask questions and seek
answers. Taiwan CDC central epidemic command centre (CECC) is combining health
data with the travel data, to build a monitoring system and provide real-time alerts.
Sending automatic alerts during clinical visits if they have travelled to the infected
vicinity can serve as an example. In India, telecom operators like Jio, BSNL, Airtel,
and more, are using the caller tunes to spread awareness about the pandemic.

D. Tracking people with facial recognition and big data: In case of pandemic
management, big data analytics can help in quickly identifying infected individuals,
connect with them, track who they have come in contact with, and so on. Facial
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recognition technologies along with data can accurately identify people even if they
are masked. Such technologies can help in monitoring movement and tracking of
people who are quarantined. It can also help in keeping a tab on people and
ascertaining whether or not they have been in contact with an infected person. CCTV
cameras along with facial recognition technologies can help in identifying infected
people who break the rules and step out despite being quarantined.

How China is using Big Data & Al to fight the Corona virus? Risk assessment and
forecasting through artificial intelligence are now used by China. Al is becoming a vital part
of healthcare today. Al-based data analytics and predictive modeling are enabling medical
professionals to understand more about a lot of diseases. With the use of Al, more accurate
forecasting about disease spread, medication, treatment, etc., could be done. Using Al
platforms, it has become easier for researchers to quickly find relevant studies that can
potentially lead to new insights or approaches to address the COVID-19 outbreak. Al-based
risk assessment tools are being designed by Al research companies to provide clarity
amongst the confusion caused by the pandemic. These Al tools are helping in differentiating
whether the patients have a common cold, flu, or COVID-19, whether or not the individual
needs to be tested, and what tests are required.

Baidu, a Chinese multinational technology company, has built Al-based solutions to
effectively screen large populations and detect a change in their body temperature while they
are on the move. This system can examine about 200 people per minute without disrupting
the flow of people. Such technologies can be implemented in crowded areas, hospitals, train
stations, airports, etc., to identify sick people quickly and quarantine them before they infect
a larger population.

Contact-less movement and deliveries through autonomous vehicles, drones and robots:
Self-driving cars, drones, robots can all help at a time when the need is to avoid human
contact. Autonomous vehicles can be used to transport affected people to and from healthcare
facilities with ease, without risking the lives of healthy people. Robots can be used for
delivering grocery, cooking means, sterilizing hospitals and patrolling the streets. Drones can
be used for food deliveries, tracking population, carrying test kits and medicines to
quarantine locations, thermal imaging to identify infected people, spraying disinfectant, and
more. Many new areas and use cases are coming up where drones, robots and autonomous
vehicles are being used.

Drones and Autonomous Robots used to fight Coronavirus in China: Technology supported
temperature monitoring. The wireless thermometer guns and other similar infrared body
temperature measuring devices have become the most important medical equipment that are
being used at checkpoints of offices, airports, hotels, hospitals, train stations, shops, and
other public places. These technologies assist in measuring the body temperature from a
distance and turn out to be effective in pinpointing the individuals who might need further
investigation. Automated thermal monitoring along with facial recognition is making the
process faster and more effective.

Remote working technologies to support social distancing and maintain business continuity:
As pandemics or other calamities keep threatening the business world, working from home
ensures business continuity as well as facilitates social distancing. In such a scenario,
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technologies that enable secure access to data, enterprise applications, virtual meetings, cloud
conferencing, and virtual/mixed/augmented reality are the forefront leaders to ensure
deliverables are not impacted. Remote working is a blessing that comes due to technology
and is of one the greatest solution that helps us in social distancing.

Conclusion: It is a recognized fact that the application of Information Technology (IT) in our
daily life has changed dramatically over the past couple of years. Information technology is
used in every sphere of life like education, communication, business, commerce, treatment
and banking etc. Businesses are investing heavily into new technological trends as well as
offering businesses the chance to operate more effectively through the application of
information technology.

Let’s look at the example of communication as it has definitely changed the way of our daily
life. Many years ago we used to communicate via writing but now we communicate by using
information network like telephone, mobile phone, internet etc. The application IT has
changed considerably as we can now communicate via text message, email and
communicating via instant messaging on MSN messenger, Facebook and even in the form of
Tweets on Twitter. So, it has significantly changed the world’s communication over time. IT
has changed tremendously over the years especially in the computing field. Nowadays, more
or less every household has an iPod or computer or some Apple related product. We know
have cloud computing, as well as Virtual servers. Long have the days of needing your own
server to run things. You can now involve in online outsourcing. Staying in the east you can
work in the west and earn a large amount of dollar.

It has brought a new dimension in the field of education. We can get any type of information
staying at home when we need. The famous books of the world are available and easily
accessible via internet. Everyday we are now getting new and new information with the help
of information technology. IT is now used in E-banking system. We can perform our banking
activities via online. At present, IT has also turned a tremendous effect in the field of
treatment. Information technology in the modern world has evolved so much that you can
enjoy it in all the places. Think about cars with satellite navigation built in, think about
climate control, and think about digital displays within your vehicle- these all have been
possible by information technology.

It has even changed the way we buy things. Long have the days gone that you needed a cash
machine or ATM to withdraw cash and purchase everything with cash. Now, you can
purchase using a PDQ machine/ Chip and Pin machine or credit card. It has definitely made
our lives so much easier. IT has introduced the internet system and turned a new era in the
field of E-commerce. E-commerce is a system of buying and selling goods through online.
With extremely busy lifestyles and a lack of time, E-commerce has changed the way we
purchase things. It has changed so much that businesses are forever investing in online
strategies from online shops to Search Engine Optimization and Search Engine Marketing
strategies.

The application of information technology in our daily life has definitely changed the way
we live our lives. Long have the days we communicated solely face to face. Long have the
days we needed to invest in servers for our business. The application of IT has definitely
changed the way communication, commerce, business, education as well as the way we lead
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our lives. Not only that, the Information Technology is helping us cope with the ‘new
normal’ vis-a-vis the Covid-19 Pandemic. It has revolutionized not only the education
industry but it has hugely impacted the healthcare facilities, aviation industry, legal industry,
E- commerce industry to name a few. As a whole, the IT is helping the economy to restore it
back to its former glory.

Today the greatest risk of worldwide catastrophe is pandemic, an enormously infectious virus
that's more devastating and may kill many people. The transparency that we have gained
through this current COVID-19 situation, we now understand that we were not geared up for
this pandemic situation. The next pandemic is not a matter of “if it happens”, but “when it
happens”, would we be prepared in advance against the pandemic at an individual and
collective level. What we actually need is preparedness. Indeed, the technology has advanced
more and will continue to advance exponentially, but the human institutions and societies
need to accelerate in adapting to it and continue investing in building the technology systems
for the preparedness. After the COVID-19 outbreak, it is evident that, from Al to robotics,
the technology innovations are helping to manage the epidemic and better equip to fight
future public health emergency in a timely, systematic, and calm manner.
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MODULE-II: INTRODUCTION TO INFORMATION TECHNOLOGY LAW:
INTERNATIONAL LAWS

International technology law: Information technology law provides the legal framework for
collecting, storing, and disseminating electronic information in the global marketplace.
Attorneys practicing in this area of the law represent individuals and businesses from all
different industries. They help structure information technology transactions in a way that
maximizes the client's economic benefit while ensuring regulatory compliance. A great deal
of emphasis is also placed on anticipating potential sources of dispute between the parties to
a transaction, and crafting agreements that address these concerns, thereby reducing the risk
of litigation.

When disputes arise in the field of information technology that cannot be resolved outside of
the court system, a lawyer specializing in these types of cases can prove a powerful advocate
compared to a general legal practitioner. Information technology law firms tend to hire
lawyers with practical experience working in the industry prior to entering the legal
profession. With such a background, a lawyer is more effective at explaining technical
concepts to a judge or jury, and he or she will likely have contacts within the industry that
make finding consultants and expert witnesses less difficult.

In any field of human activity Success leads to crime that needs mechanisms to control it.
Legal provisions should provide assurance to users, empowerment to law enforcement
agencies and deterrence to criminals. The law is as stringent as its enforcement. Crime is no
longer limited to space, time or a group of people. Cyber space creates moral, civil and
criminal wrongs. It has now given a new way to express criminal tendencies. Back in 1990,
less than 100,000 people were able to log on to the Internet worldwide. Now around 500
million people are hooked up to surf the net around the globe. Recently, many information
technology (IT) professionals lacked awareness of an interest in the cyber crime
phenomenon.

In many cases, law enforcement officers have lacked the tools needed to tackle the problem;
old laws didn’t quite fit the crimes being committed, new laws hadn’t quite caught up to the
reality of what was happening, and there were few court precedents to look to for guidance.
Furthermore, debates over privacy issues hampered the ability of enforcement agents to
gather the evidence needed to prosecute these new cases. Finally, there was a certain amount
of antipathy—or at the least, distrust— between the two most important players in any
effective fight against cyber crime: law enforcement agencies and computer professionals.

Yet close cooperation between the two is crucial if we are to control the cyber crime problem
and make the Internet a safe “place” for its users. Information is a resource which has no
value until it is extracted, processed and utilized. Information technology deals with
information system, data storage, access, retrieval, analysis and intelligent decision making.
Information technology refers to the creation, gathering, processing, storage, presentation and
dissemination of information and also the processes and devices that enable all this to be
done. Information technology is affecting us as individual and as a society. Information
technology stands firmly on hardware and software of a computer and telecommunication
infrastructure. But this is only one facet of the information Technology, today the other facets
are the challenges for the whole world like cyber crimes and more over cyber terrorism.
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When Internet was first developed, the founding fathers hardly had any inkling that internet
could transform itself into an all pervading revolution which could be misused for criminal
activities and which required regulations. With the emergence of the technology the misuse
of the technology has also expanded to its optimum level. The misuse of the technology has
created the need of the enactment and implementation of the cyber laws. As the new
millennium dawned, the computer has gained popularity in every aspect of our lives. This
includes the use of computers by persons involved in the commission of crimes. Today,
computers play a major role in almost every crime that is committed. Every crime that is
committed is not necessarily a computer crime, but it does mean that law enforcement must
become much more computer literate just to be able to keep up with the criminal element.
According to Donn Parker , “For the first time in human history, computers and automated
processes make it possible to possess, not just commit, a crime. Today, criminals can pass a
complete crime in software from one to another, each improving or adapting it to his or her
own needs.”’ but whether this cyber laws are capable to control the cyber-crime activities, the
question requires the at most attention.

Until recently, many information technology (IT) professionals lacked awareness of and
interest in the cyber-crime phenomenon. In many cases, law enforcement officers have
lacked the tools needed to tackle the problem; old laws didn’t quite fit the crimes being
committed, new laws hadn’t quite caught up to the reality of what was happening, and there
were few court precedents to look to for guidance. Furthermore, debates over privacy issues
hampered the ability of enforcement agents to gather the evidence needed to prosecute these
new cases. Finally, there was a certain amount of antipathy—or at the least, distrust—
between the two most important players in any effective fight against cybercrime: law
enforcement agencies and computer professionals. Yet close cooperation between the two is
crucial if we are to control the cyber -crime problem and make the Internet a safe “place” for
its users.

Law enforcement personnel understand the criminal mindset and know the basics of
gathering evidence and bringing offenders to justice. IT personnel understand computers and
networks, how they work, and how to track down information on them. Each has half of the
key to defeating the cybercriminal. IT professionals need good definitions of cyber-crime in
order to know when (and what) to report to police, but law enforcement agencies must have
statutory definitions of specific crimes in order to charge a criminal with an offense. The first
step in specifically defining individual cyber-crimes is to sort all the acts that can be
considered cyber- crimes into organized categories.

Legal Aspects of International Information Security: The technological progress has led
to radical changes in the contemporary world. The system of international relations changed.
The development of information and communication technologies (ICT) has affected all the
areas of public life including the economy, politics, social issues, and culture, bringing them
together in the framework of establishment of an information society. By the present time,
the information society concept has been represented in a number of international documents
among which are the Declaration of Principles entitled “Building the Information Society: a
Global Challenge in the New Millennium” (hereinafter referred to as the 2003 Declaration)
and the Plan of Action of the World Summit on the Information Society of December 12,
2003.
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Information society is a more general category as compared to the global information society.
It can be established within a single state or at the regional or global levels. At the global
level, it will be referred to as the global information society.

The global information society can be defined as a system of international relations that are
established in the sphere of operation of information systems, which are based on
information and communication technologies, in which international information relations
affect political, economic, social, and cultural relations. At the same time, the states
participate in relations in the global information society as equal subjects of international
information relations. The development of ICT is related to the effect on established branches
and institutes of international law as well as to the regulation of new relations that arise as a
result of ICT development. The most complicated problem is the effect of ICT on established
branches and institutes of international law. The mechanism for the development of
international law provisions is such that legal regulations tend to “fall behind” the level of
ICT development.

Currently, the spreading and use of ICT affect the interests of the entire international
community; these technologies can potentially be used for purposes that are incompatible
with the objectives of international stability and security and can have an adverse effect on
the integrity of the infrastructure of the states, disturbing their security in the civil and
military areas. The efforts of individual states are insufficient for ensuring international
information security. First of all, the prohibition on the use of information weapons by states
must be established in international law. Separate regulation is required for matters of
information security of individuals (protection from defamation and privacy).

The forming special principles of international information law include the principle of
confidentiality and security in using ICT. Strengthening the trust framework, including
information security and network security, authentication, privacy, and consumer protection,
is a prerequisite for the development of the information society and for building confidence
among users of ICTs. A global culture of cyber security needs to be promoted, developed,
and implemented in cooperation with all stakeholders and international expert bodies. These
efforts should be supported by increased international cooperation. Within this global culture
of cyber security, it is important to enhance security and to ensure the protection of data and
privacy while enhancing access and trade. In the 2003 Declaration, the term “cyber security”
has a wider meaning that only protection from cybercrimes. In particular, the Declaration
notes that the summit participants support activities of the United Nations to prevent the
potential use of ICTs for purposes that are inconsistent with the objectives of maintaining
international stability and security and may adversely affect the integrity of the infrastructure
within states, to the detriment of their security.

These regulations ensure the relation of the developing principle of international information
law with the existing principles, namely, the principle that the exercise of freedom of
opinion, expression, and information is an essential factor in strengthening peace and
international security; the principle that the media should contribute to the strengthening of
peace and international understanding and to the struggle against racism, apartheid, and
incitement to war; and the principle of the need to publicize the denunciation of information,
the spreading of which has caused damage to efforts of strengthening of peace and
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international understanding, the development of human rights, and the struggle against
racism, apartheid, and incitement to war.

The problems of information security of individuals and legal entities have been examined in
fundamental research on the comparative law of information technologies by Bainbridge,
Campbell, Rowland and Macdonald , Smedinghoff, and Black.

The issue of privacy protection, primarily using national legal instruments, has been covered
in particular chapters in the fundamental research on the law of information technologies by
Bell and Ray, Reed , and Angel and special research by Solove and Nouwt, Berend, and
Prins .

Technical and organizational aspects of ensuring information security have been covered in
the works of Egan and Mather, Hunter , and Volonino and Robinson. The matter of
implementation of the concept of ensuring international information security has already
been considered in research, although the concept itself has not been stipulated. Lloyd
considered the acts of the UN, the Council of Europe, OECD, and the Asia-Pacific
Community when addressing the issues of privacy, primarily considering “soft law” acts. In a
review of cybercrime problems, this author gives a brief overview of the Council of Europe
Convention on Cybercrime, the OECD Guidelines for the Security of Information Systems,
and the EU acts.

The contents and significance of the Convention on Cybercrime of November 23, 2001, have
been discussed in the studies by Lloyd, Murray, and Koops, Lips, Prins, and Schellekens .
But these studies did not cover the problems of using the experience of the Council of Europe
at the global level. With regard to the 2001 Convention, Hopkins has noted its excessive
broadness and lack of clarity in its basic terms. For example, this Convention defines a
computer system as any device or a group of interconnected or related devices, one or more
of which, pursuant to a program, performs automatic processing of data. In such case, the
term device will include children’s toys, Palm Pilots, and cable television devices. Therefore,
the scope of the 2001 Convention extends from real computer crimes to interference in any
devices where software is used.

The concept of personal data in international acts has been criticized in the legal doctrine. In
particular, Ber¢i¢ and George state that this definition is too broad because any information
about a person can be regarded as personal data (e.g., information that an individual is
wearing a red shirt). On the other hand, there arise practical complicacies with attributing
certain data as personal data (e.g., social security identification numbers). Polcak has pointed
out that in various European countries, there are complicacies with attributing IP addresses,
personal telephone numbers, data entered anonymously when receiving services via the
Internet, and data of deceased persons as personal data.

The absence of unified list of personal data in the national legal systems is the reason of the
imperfection of the international legal regulation. The efforts made in the area of
harmonization have not been successful enough. This is confirmed by the attempts that are
being made at the national level to create an own definition of personal data. In particular, a
number of authors have named the Durant v. FSA case in British courts as an example. In
this case, the Court of Appeals has defined personal data as information that affects the
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privacy of the data subject including their personal and family life and business or
professional abilities.

It should be noted that currently, proposals to make global international treaties primarily
come from non-state actors. In August 2000, a group of researchers from Stanford University
presented the Draft International Convention to Enhance Protection from Cyber Crime and
Terrorism (the Stanford Project). Brown drafted a convention regulating the use of
information systems in armed conflicts. On November 6, 2009, the International Conference
of Data Protection and Privacy Commissioners adopted a resolution entitled “Standards of
Privacy and Personal Data,” for which it established a work group to develop a draft global
treaty and listed the criteria for the drafting of it. It is planned to submit the developed
sections of the treaty to the UN. Thus, researchers and international forums are proposing
specific projects, but no systemic work is carried out in the framework of the UN,
International Telecommunication Union (ITU), or UNESCO.

At the same time, there are no monographic researches of the general concept of international
information security that would cover the regional and global levels and the problems of
development of its legal basis. The present study, based on the analysis of international acts,
reveals the content of the general concept of international information security that would
cover the regional and global levels. “Soft law” acts are appropriate for the formulation of the
general concept of international information security, but not for its implementation.
Therefore, the author proposes a draft convention with the purpose of creating of global
network of information security.

Analysis of international acts: The objective of the research is consideration of the
international information security concept that has developed at the global and regional levels
and formulation proposal for elaboration of legal instruments for its implementation in
connection with the concept of the global information society. For this, the analysis of
existing international information security system at the global and regional levels shall be
made, a description and a generalization of the analysis results. For the analysis of existing
international information security system, formal-logical, systemic-structural, and
problematic-theoretical methods have been used. At the same time, comparative-legal
method is used to analyze the provisions of information security at the global and regional
levels.

In order to solve the problems of international security that have arisen with the development
of ICT, the UN General Assembly has adopted resolutions entitled “Developments in the
field of information and communications in the context of international security” at each of
its sessions since 1998. The main idea of these resolutions is that the significant progress,
which has been achieved in the development and implementation of the latest information
technologies and telecommunications, has caused negative consequences as well as positive
ones. At the same time, the positive consequences, namely, new opportunities for the entire
mankind, are obvious.

However, the UN General Assembly has expressed concern that new technologies and
facilities that these technologies and means can potentially be used for purposes that are
inconsistent with the objectives of maintaining international stability and security and may
adversely affect the integrity of the infrastructure of states to the detriment of their security in
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both civil and military fields. The resolutions invite states to inform the UN Secretary-
General on the following issues, namely, (1) general assessment of the problems of
information security, (2) development of concepts relating to information security, and (3)
development of international principles aimed at ensuring information security of global
information and telecommunications systems and combating information terrorism and
crime.

It should be noted that there exist resolutions which confirm a certain progress in ensuring
information security. They contain specific proposals for the development of an information
security system that can be used for the draft of relevant international treaties. For example,
the UN General Assembly adopted the Resolution No. 58/199 of December 23, 2003, on the
creation of a global culture of cybersecurity and the protection of critical information
structures, which defines elements for protection of critical information infrastructures,
namely, (1) having emergency warning networks regarding cyber-vulnerabilities, threats, and
incidents; (2) raising awareness to facilitate stakeholders’ understanding of the nature and
extent of their critical information infrastructures and the role each must play in protecting
them; (3) examining infrastructures and identifying interdependencies among them, thereby
enhancing the protection of such infrastructures; and (4) promoting partnerships among
stakeholders, both public and private, to share and analyze critical infrastructure information
in order to prevent, investigate, and respond to damage to or attacks on such infrastructures,
etc.

The nature of the elements for protection of the most important information structures is such
that they can be included in an international treaty if they are specified. Currently, an
institutional mechanism for ensuring international information security has been established
in the framework of the UN. States submit their assessments of the condition of information
security on a regular basis, which are included in the reports of the Secretary-General and
have contributed to a better understanding of the essence of problems of international
information security and related concepts.

The work of the Group of Governmental Experts on Developments in the Field of
Information and Telecommunications in the Context of International Security and the
resulting report (2015) have been quite effective. The Group concluded that international law
and, in particular, the Charter of the United Nations are relevant and important for the
maintenance of peace and stability and the development of an open, safe, stable, accessible,
and peaceful information environment; that voluntary and non-binding standards, rules, and
principles of responsible behavior of states in the use of information and communication
technologies can mitigate the risk of violation of international peace, security, and stability;
and that, subject to the unique features of the information and communication technologies,
more standards can be developed over time.

In addition, the EU, OAS, and Caribbean Community (CARICOM) have achieved certain
results in the development of regional concepts of the improvement of information security.
For example, on February 7, 2013, the Joint Communication to the European Parliament, the
Council, the European Economic and Social Committee, and the Committee of the Regions
entitled “Cyber security Strategy of the European Union: An Open, Safe and Secure
Cyberspace” was adopted. The strategy contains principles for cyber security, strategic
priorities, and actions. The principles of cyber security include the principle that the EU’s
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core values apply as much in the digital as in the physical world; protecting fundamental
rights, freedom of expression, personal data and privacy; access for all; democratic and
efficient multi-stakeholder governance; and a shared responsibility to ensure security.

In order to support member states in their fight against cybercrime, OAS, through the Inter-
American Committee Against Terrorism (CICTE) and the Cyber Security Program, is
committed to developing and furthering the cyber security agenda in the Americas.
Cooperating with a wide range of national and regional entities from the public and private
sectors on both policy and technical issues, the OAS seeks to build and strengthen cyber
security capacity in the member states through technical assistance and training, policy
roundtables, crisis management exercises, and exchange of best practices related to
information and communication technologies.

CARICOM Ministers with responsibility for information and communication technologies
met on May 19, 2017, as efforts continue to move on the establishment of the CARICOM
Single ICT Space. Several preparatory meetings of officials were held to advance work on
the Integrated Work Plan for the Single ICT Space and the draft Terms of Reference for the
CARICOM-US Joint Task Force. The Integrated Work Plan will set out the activities that
need to be completed for the development of the Single ICT Space. The activities of the work
plan will focus on areas such as conducting gap analyses, public awareness, specific
telecommunications issues, legal and regulatory reform for cyber security, bringing
technology to the people, resource mobilization, as well as forecasting for the CARICOM
Digital Agenda 2025. The Single ICT space and the Region’s Digital Agenda 2025 will be
constructed on the foundation of the Regional Digital Development Strategy (RDDS) which
was approved in 2013 and will also have inputs from the Commission on the Economy and
the Post-2015 Agenda.

The concept of international information security is developing in the framework of soft law.
International treaties in this field are quite scarce. The privacy problem has been represented
in the international law. Currently, the privacy provision is contained in many international
documents. Of particular importance is Article 12 of the 1948 Universal Declaration of
Human Rights, which stipulates that no one shall be subjected to arbitrary interference with
his privacy, family, home, or correspondence nor to attacks upon his honor and reputation.
Everyone has the right to the protection of the law against such interference or attacks. States
recognize noninterference in personal and family life as a fundamental human right. It should
be noted that the 1948 Universal Declaration is a recommendatory act, but a number of its
provisions represent the established international customs. At the same time, the right to
protection of private life may be restricted, which makes it impossible to regard it as a right
that is recognized unconditionally.

Currently, the protection of privacy has a treaty origin. Provisions for protection of privacy
are stipulated in Article 17 of the 1966 International Covenant on Civil and Political Rights,
Article 8 of the 1950 European Convention for the Protection of Human Rights and
Fundamental Freedoms, and Article 11 of the 1969 American Convention on Human Rights.

Avrticle 12 of the 1948 Universal Declaration of Human Rights has been incorporated into
Article 17 of the 1966 International Covenant on Civil and Political Rights. Everyone has the
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right to the protection of the law against such interference or attacks. Similar provisions are
stipulated by regional international treaties.

It appears quite reasonable to abolish the unification of the concept of privacy and personal
data as a component of privacy in international law. Privacy is an area where individual
needs of a person to be left to himself/herself are revealed. Every individual will delineate the
limits of his/her privacy to himself/herself. Contemporary international law is limited to the
regulation of matters of collection, processing, storage, and transfer of personal data, which
are not the only issues of privacy. It appears that the privacy provision in the International
Covenant on Civil and Political Rights is quite generalized but does not require specification
in the information age, as it enables any individual to protect privacy in every case when the
individual so wishes.

The problem of personal data protection in the framework of information security problems
is perfectly reasonable to be considered. Information security is a category applicable to all
subjects of information relations including states and non-state (legal entities, individuals,
TNCs, nongovernmental organizations, etc.) ones. Information security of individuals is
related to the respect of their privacy in the information sphere, protection from defamation,
libel, insults, psychological pressure, information terrorism, etc. Therefore, the legal
problems of privacy in the information sphere are a component of legal regulation of
information security of the individual.

If one tries to define the content of privacy in the information area, it will be different for
every individual. In the information sphere, the range of data that a person tries to make
inaccessible to the public is always different. For example, one person will not hide the fact
that they are infected with HIV and may say it in an interview to a journalist, while another
person will choose to not even tell close friends about it. Thus, the boundaries of privacy are
always individual. Contemporary international law provides limited privacy protection
because it cannot adapt to the needs of each individual due to the general nature of the
provisions. At the same time, the current international acts do not contain a list of personal
data but give a fairly wide definition of such data.

An identical approach to the definition of personal data is characteristic of the OECD
Guidelines governing the Protection of Privacy and Trans-border Flows of Personal Data of
September 23, 1980, and the 1981 Convention for the Protection of Individuals with regard
to the Automatic Processing of Personal Data. In these documents, personal data are defined
as any information relating to an identified or identifiable individual. Therefore, protected
data include any information about an individual that can be identified. Such a broad range of
protected information makes it possible to protect personal data in the situation of changing
technologies that are used to collect and process data. In particular, protected data include
PIN codes, logins, passwords, etc.

Despite the quite broad definition of personal data in international documents, the concept of
personal data is somewhat narrower than privacy in the information area. Based on the
provision of the Universal Declaration, the concept of privacy includes not just personal but
also family secrets as well as the secret of correspondence. Personal data only relate to data
about identified or identifiable individual. Certain provisions are applied only to individual,
information on whom is stored in a particular system. For example, the 1981 Convention
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stipulates that any individual has the right to establish the existence of an automated personal
data file, its main purposes, as well as the identity and habitual residence or principal place of
business of the controller of the file; to obtain at reasonable intervals and without excessive
delay or expense confirmation of whether personal data relating to him are stored in the
automated data file as well as communication to him of such data in an intelligible form; to
obtain, as the case may be, rectification or erasure of such data if these have been processed
contrary to the provisions of domestic law giving effect to the basic principles set out in
Articles 5 and 6 of this Convention; etc.

Therefore, the right to access, correct, and destroy personal data is recognized only for the
person whose data have been collected. However, family secret is a different term. For
example, one may conceal data about a disease of one’s child or husband or addictions of
deceased relatives. In essence, while personal data relate to one person, family secret is kept
in a certain family and affects its collective private interests. Disclosure of family secret can
harm both individual and the family as a whole including family breakdown and ruined
relationships.

The existing special international acts that protect personal data in the course of their
automated processing contribute to protection of not just personal but also family secrets.
However, they offer no direct protection of family secrets.

As for the confidentiality of correspondence, certain provisions for telecommunications are
contained in the Convention of the International Telecommunication Union. Article 40 of the
ITU Convention provides for the secrecy of telecommunication messages. Government
telegrams and service telegrams may be expressed in secret language in all relations. Private
telegrams in secret language may be admitted between all Member States with the exception
of those which have previously notified, through the Secretary-General, that they do not
admit this language for that category of correspondence. Member States which do not admit
private telegrams in secret language originating in or destined for their own territory must let
them pass in transit, except the Constitution. ITU does not have the power to regulate
information on the Internet including measures for ensuring its confidentiality. At the
regional level, a provision on the confidentiality of electronic communications is stipulated at
the EU. The relevant provision is contained in the Directive 2002/58/EC of the European
Parliament and of the Council of July 12, 2002, concerning the processing of personal data
and the protection of privacy in the electronic communications sector.

The most progressive in privacy protection is the EU experience. This integration
organization has adopted the Regulation No. 2016/679 of the European Parliament and of the
Council on the protection of natural persons with regard to the processing of personal data
and on the free movement of such data, and repealing the Directive 95/46/EC (the General
Data Protection Regulation) of April 27, 2016. This act is of direct effect and application in
the EU Member States. A feature of the General Regulation is that any processing of
personal data in the context of the activity of establishing a controller or data processing
entity in the Union must be performed in accordance with the Regulation regardless of
whether the data processing is affected within the Union. In order to ensure that individuals
are not deprived of the protection provided by the Regulation, processing of personal data of
data subjects located in the Union by a controller or data processing entity that have not been
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established in the Union must be governed by this Regulation if the data processing relates to
the supply of goods or services to such data subjects regardless of payment.

The Regulation establishes a certain legal regime for personal data processing including the
conditions for their processing and requirements to their storage and transfer. The processing
of personal data by public authorities, computer emergency response teams (CERTS),
computer security incident response teams (CSIRTS), providers of electronic communication
networks and services, and providers of security technologies and services is a legitimate
interest of the relevant data controller to the extent that it is necessary and adequate as
compared to the objectives of providing network and information security, i.e., the ability of
the network or information system to resist (with a given level of confidence) accidental
events and illegal or intentional acts that compromise the availability, authenticity, integrity,
and confidentiality of stored or transferred personal data as well as the safety of the relevant
services transferred via such networks and systems. Protection of privacy within the EU is
also supported by the EU Court. In the Maximillian Schrems v. Data Protection
Commissioner case (complaint No. C362/14), the transfer of personal data by Facebook in
the USA was appealed against in the framework of the Principles of Privacy program. The
EU Court concluded that the Commission had not stated in its Resolution that the USA had
actually provided an adequate level of protection by virtue of their laws or international
obligations. Therefore, without having to examine the content of the Principles of Privacy,
Resolution 2000/520 did not comply with the EU acts in the field of privacy and is therefore
invalid.

However, the EU experience takes account of the patterns of functioning of integration
organizations and requires significant adaptation for use at the global level. At the regional
level, two conventions have been adopted where computer crimes are regarded as crimes of
international nature. These are the Convention on Cybercrime of November 23, 2001
(hereinafter referred to as the 2001 Convention) and the Commonwealth of Independent
States Agreement on Cooperation in Combating Offenses related to Computer Information of
June 1, 2001 (hereinafter referred to as the CIS Agreement).

The basic ideas of these conventions are the definition of unified elements of computer
crimes, which the states should include in their national law, and development of measures
for combating such crimes. The CIS agreement has no definition of a computer system
whatsoever, which results in an uncertainty with regard to the object of infringement. Both
the 2001 Convention and the CIS Agreement contain definitions of computer data. However,
the definition in the Agreement is more concise; namely, it is information stored in computer
memory, on machine or other device, in a form that is accessible to perception or transfer via
communication channels. This definition is incomplete.

The 2001 Convention offers a broader concept; namely, computer data includes any
representation of facts, information, or concepts in a form suitable for processing in a
computer system, including a program suitable to cause a computer system to perform a
function. As a result, the CIS Agreement does not cover any software that is inaccessible to
human perception but causes computer systems to operate. Interference in such software is
dangerous for the public. In this case, the broader approach in the 2001 Convention should be
considered justified.
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The CIS Agreement contains an attempt to define computer crime, which cannot be regarded
as successful. A crime in the field of computer information is described as a criminal offense,
the object of infringement in which is computer information. This definition is different from
the definition that has been accepted in the doctrine. It is not mentioned that computer
information can be both the object and the means of an offense. The 2001 Convention
contains a number of terms that are unknown to the CIS Agreement, namely, service provider
and data flows. The need to use these terms is due to the fact that the 2001 Convention
defines a broader range of measures for combating computer crime than the CIS Agreement.

As for standardized elements of computer crimes, they are different in the 2001 Convention
and the CIS Agreement. Some crimes have the same title but different meanings. For
example, the 2001 Convention and the CIS Agreement state that illegal access to information
is a criminal offense. However, the CIS Agreement is very laconic. It regards illegal access to
information that is protected by law as a criminal offense if such act has caused destruction,
blocking, modification or copying of information, or disruption of the operation of
computers, computer systems, or their networks. The 2001 Convention stipulates that illegal
access to a computer system as a whole or a part of it is a crime by itself, without stating any
extra qualifying features. Therefore, the 2001 Convention prosecutes any illegal access to
computer systems, while the CIS Agreement is limited to access that has led to certain
consequences.

The 2001 Convention includes a number of crimes that are not covered by the CIS
Agreement. These are illegal data interception, data and system interference, misuse of
devices, computer-related forgery, computer-related fraud, and crimes related to child
pornography. A special feature of the 2001 Convention is that it covers certain common
crimes (forgery, fraud) which become much more dangerous because they are committed
using computers.

Therefore, the CIS Agreement uses a narrower approach to the concept of computer crime.
These are only the crimes that infringe on the security of computer systems, i.e., the
protected object is computer systems as such. The 2001 Convention criminalizes a broader
range of acts where computer systems can be the object of or the means for committing the
offense. The approach to the definition of computer crime in the 2001 Convention is more
correct. The existing contradictions in the content of international treaties on combating
computer crime may result in difficulties for the states that are parties to both treaties.
Basically, the provisions of the two treaties are mutually exclusive, which complicates their
simultaneous application.

It should be noted that the 2001 Convention contains references to a number of international
treaties. The issues of the relationship between the 2001 Convention and the CIS Agreement
shall be resolved with consideration of clause 2 of Article 39 of the 2001 Convention. If two
or more parties have already concluded an agreement or treaty on the matters dealt within
this Convention or have otherwise established their relations on such matters, or should they
in future do so, they shall also be entitled to apply that agreement or treaty or to regulate
those relations accordingly. However, where parties establish their relations in respect of the
matters dealt within the Convention other than as regulated therein, they shall do so in a
manner that is not inconsistent with the Convention’s objectives and principles. Therefore, in
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the case if a state is a party to both of the abovementioned international treaties, the CIS
Agreement will apply to the same matter.

Article 13 of the CIS Agreement stipulates that this agreement does not affect the rights and
obligations of the parties arising out of other international treaties to which they are parties.
Therefore, it allows the application of the 2001 Convention. The existence of various
regulations regarding their correlation in the considered international treaties suggests that
their practical application may be complicated. For example, the states may experience
difficulties in choosing the legal aid procedure. Such issues should be resolved by
consultations between the states concerned. However, in view of the harmonization nature of
international treaties and the fact that the content of the 2001 Convention is broader, in the
case if a state is a party to the two treaties at the same time, such state shall implement the
2001 Convention and, in the part where the provisions of the treaties are different, the CIS
Agreement, as this is allowed by the 2001 Convention itself.

Proposal for global network of information security: The concept of developing a
comprehensive system of international security is useful because of its systemic nature. This
concept is not limited to military security issues but also covers economic, political,
humanitarian, and information security. It should be noted that this concept needs to be
clarified. Since it concerns the development of a comprehensive system of international
security, it should cover the entire system of international relations. The concept of
developing a comprehensive system of international security also applies to non-state
international relations.

A comprehensive system of international security means a status where the interstate system
is protected from the dangers that exist in contemporary world. It implies stable functioning
of the system of international relations. Relations between subjects of the interstate system
also include information relations. The system of such relations includes interstate and non-
state relations.

Information security should be considered in two aspects: If the systemic approach is
applied, information security will act as a backbone element. It can be regarded as a status of
the international relation system, which is described by stability and security from
information weapons and threats. In addition, information security can be regarded as an
ideal model. There are conceptual ideas what exactly information security should be like. It is
regarded in the sociological (as a certain state of social relations), technical (compliance with
standards and other technical requirements), and legal (compliance with prohibitions and
restrictions on the spreading of data) aspects. Based on conceptual ideas, information security
can be defined as a model for stable functioning of the information relation system.

The comprehensive system of international security and information security has a certain
sphere of intersection. Information security of the international system is a component of the
comprehensive system of international security. However, international relations are more
than just relations between subjects of international public law. The requirement of
information security is equally applicable to international non-state and domestic relations.

When one uses the concept of international information security, one may define this concept
based on the more general concept of information security. If one distinguishes between
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domestic and international information security, the first one relates to domestic information
relations and the second one, to international information relations. In each of the systems of
relations, information security has common features; namely, it serves as a backbone element
and ensures a stable state of the system of information relations. Therefore, international
information security is a status of the international information relation system, which is
described by stability and security from information weapons and threats.

The development of the concept of international information security has led to the
appearance of terms in the legal doctrine that had not previously been known in the practice
of states. Currently, researchers use terms such as information weapons, information
terrorism or cyberterrorism, and information crime or cybercrime. The state of international
legal regulation is such that these new terms have not been stipulated in treaties (save for
computer crimes). However, a number of social phenomena evidence that these terms should
be regarded as destabilizing factors for the system of international relations.

As for information weapons, they can be described quite generally as any means of affecting
the mass and individual consciousness, which can damage, distort, destroy, or conceal data.
A special feature of information weapons is that they are not used in the military field alone.
Information weapons can be used for committing computer crimes, hacker attacks causing
property damage, etc. The use of information weapons has been known in international
practice since the second half of the twentieth century. For example, it was used widely in the
Palestinian-Israeli conflict.

With the adoption of individual conventions on cybercrime, there appeared a trend in
international law to prosecute the consequences of the use of information weapons rather
than the weapons as such.

It should be noted that the use of information weapons has various scales. For example,
information terrorism can be regarded as one of the most dangerous use of information
weapons. Information terrorism can be defined as using information weapons for
undermining the constitutional order of other states or the international legal order and
international relations in general.

Cyberterrorism comprises both direct terrorist activities with the use of computers, networks
and data in networks, and various supplementary operations including coordination,
preparation, and organization of terrorist activities using networks and data in networks and
spreading knowledge about terrorism and terrorists’ skills. Individual examples of
cyberterrorism have been known from the second half of the twentieth century. In 1985, a
radical leftist group in Japan attacked the united railway management network using
computer systems. Fortunately, the computers of the railway had good protection, which
could not be hacked. The 2001 Convention takes no account of the special features of
cyberterrorism. It only takes account of “ordinary” crimes.

However, in the international law, the term computer crime will always have a special
meaning, which is not necessarily the same as the meaning of this term in the national law.
Some crimes that are punishable under the laws of one state do not affect the interests of
another state or the international community as a whole. While international crimes are
threatening for the international peace and security, crimes of an international nature are
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common crimes in combating which states cooperate. International crimes can be committed
using computers. Global computer networks enable propaganda of war, genocide, apartheid,
and racial discrimination. Moreover, the use of computers for military technology can lead to
electronic communications becoming a means of aggression.

It should be noted that the existing international treaties on computer crime regard computer
crimes primarily as crimes of an international nature. They define the elements of crimes that
must be criminalized in national law as well as measures of international cooperation in
combating such crimes. The development of legal foundations of the global information
society is to a great extent spontaneous. In the framework of the institutional mechanism of
cooperation between states, there is not enough systemic vision of what the legal regulation
should be like to meet the development of the technological progress. Therefore, the
information society concept needs a corresponding integral concept of international legal
regulation of information exchange relations in the information society.

Some objectives have existed for a long time and are related to a lack of regulation of certain
problems (matters of combating computer crime, protection of privacy at the global level,
etc.), while others have appeared relatively recently as a result of technological progress.

What are the objectives that should be addressed at the global level? When determining the
range of objectives, one should consider that information technologies have become global
and reveal the interdependence of the contemporary world. At the same time, there is the
experience of regulation of electronic data exchange relations in the framework of the
Council of Europe, which should be recognized as progressive and useful for the global level.

The primary objective for the global level is solving the problems that have already been
solved in the framework of the Council of Europe (combating computer crime, protection of
personal data). The models of the Council of Europe have already been tested in practice, and
in any case they have no significant alternative.

For the prosecution of computer crimes and protection of privacy, the global network of
international information security can be created under the Security Council of UN decision
by adoption of the international treaty. The global network of international information
security shall provide for search in computer networks performed in one state on request of
another state, real-time collection of traffic data and real-time collection and interception of
content data. Therefore, the general mechanism of legal aid shall be applied, but its content is
special.

In the global network of international information security, any state may request another
state to order or otherwise obtain the expeditious preservation of data stored by means of a
computer system, located within the territory of that other state.

The global network of international information security stipulates 24—7 access, i.e., each
state shall designate a contacting board available on a 24-hour, 7-day-a-week basis, in order
to ensure the provision of immediate assistance for the purpose of investigations or
proceedings concerning criminal offenses related to computer systems and data or for the
collection of evidence in electronic form of a criminal offense. Basically, this procedure can
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take a few minutes. The global network of international information security can also provide
the access for non-state actors in privacy violations and defamation cases.

One state may get access to publicly available computer data, regardless of their geographical
location, without permission of any other state. This primarily applies to data that are
contained on the Internet. If a website has no access codes and the data on it can be
accessible to everyone, it can be used by search, investigative, and judicial authorities. It is a
general practice of access to data in open computer networks. There exists an international
custom, according to which states do not put special restrictions on the spreading of publicly
available data in computer networks. Special regulations are established for data, the
spreading of which is prohibited or restricted. If any person may have access to information,
it would be illogical to deny such access to law enforcement authorities.

In addition, any state can access, through a computer system in its territory, stored computer
data, if the state obtains the lawful and voluntary consent of the person or legal entity who
has the lawful authority to disclose the data. In this case, the state body of one state must
address the provider, which is located in another state, directly.

Therefore, the development of the institute of mutual legal assistance in criminal matters,
which is affected by the struggle with computer crimes, is not just about introducing
electronic communication technologies in traditional types of legal assistance and not just
about specifying legal aid measures in relation to electronic communication technologies but
also about radical change in the very content of this institute.

The system of international information security is establishing at the moment. The
international information security of the interstate system is a component of the
comprehensive system of international security. At the same time, international information
security is a stabilizing factor in the system of non-state international relations. However, a
number of threats to international information security affect the field of both interstate and
international non-state relations. In “soft law” acts, a unified concept of the development of a
system of international information security has been elaborated at the global and regional
levels. However, “soft law” acts are not suitable for its implementation. They can contribute
to development of international customs, but that can take a considerable time. Therefore,
global international treaties should be drafted.

The 2001 Convention and the CIS Agreement have become the first international treaties that
stipulate a system of measures for combating a specific type of crime in the field of
information, namely, computer crimes. Formerly, information crimes had been covered in
particular international treaties along with other crimes (such as propaganda of racial
discrimination). The treaties considered have a very important role, as they have established
the foundations of the jurisdiction of states for criminal cases on the Internet and the rules of
international cooperation that ensure coordinated actions of states in combating computer
crimes. Despite some shortcomings of the treaties, as a whole they provide for systems of
interrelated international and national measures for combating computer crimes and can be
the basis for drafting of a global international treaty.

Legislating Cyber Crime: Johnson and Post for example argued that cyberspace should
have ‘its own law and legal institutions’, and those state-based governments would generally
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have no jurisdiction over online activity. To Johnson and Post, then, the law of cyberspace is,
quite literally, the law of another place. It is the law of cyberspace — the same way that we
might think of the law of the State of New York or the law of the UK. Lately, there has been
recognition of distinctions between the real and virtual but also a merging of the idea of how
we think
about cyberspace, with the normative question of how cyberspace is or may be regulated.
This is most clearly seen where Lessig comments: “cyberspace presents something new for
those of us who think about regulation and freedom. It demands a new understanding of how
regulation works and of what regulates life there.”

Many definitions of offence and offender are being forged by the fight, or ‘intellectual land
grab’, that is taking place for control over cyberspace. The increasing political and
commercial potential of the Internet is giving rise to a new political economy of information
capital. As a consequence, a new set of power relationships is being established within which
an increasing level of intolerance is being demonstrated by the new powerful towards various
risk groups that the former perceive as a potential threat to their interests. Such intolerance
tends to mould broader definitions of deviance. But the definitions of deviance are not simply
one-sided. Melossi argued that definitions of crime and deviance arise, not only from the
social activity of elite or power groups, but also from ‘common members’ of society and
offenders themselves: ‘the struggle around the definition of crime and deviance is located
within the field of action that is constituted by plural and even conflicting efforts at
producing control’.

Grabosky and Smith identified the following categories of crime emerging in the digital
age: illegal telecommunications interception; electronic vandalism or terrorism; theft of
communications services; telecommunications and associated intellectual property
piracy; electronic distribution of pornography; electronic fraud; electronic funds transfer
crime; and money laundering. While many of these categories of crime can be prosecuted
under a combination of existing criminal, commercial and intellectual property laws, it is
clear that additional legislation is often required in order to deal with certain kinds of
computer-related illegalities.

The world’s concern about cybercrime intensified after September 11 and is being shared by
many international organizations, including the United Nations, the G8, the European Union
and the Council of Europe. Highlighting the trans-jurisdictional nature of cybercrimes in turn
highlighted the problems of enforcement of law. Typically, policing often boils down to
decisions that are made at a very local level over the most efficient expenditure of finite
resources. Such decisions become complicated where different jurisdictions cover the
location of the offence committed, the offender, victim and impact of the offence. Many legal
challenges arise due to the extra-territorial nature of Internet. The problems faced by police
and prosecutors in pursuit of cyber-criminals can be illustrated by the brief yet destructive
career of the ‘Love Bug’ virus. The virus destroyed files and stole passwords; it appeared in
Hong Kong on 11 May 2000 and spread rapidly throughout the world. The virus affected
NASA and the CIA on its two-hour race around the world. The virus is estimated to have
ultimately affected over 45 million users in more than 20 countries. The various estimates of
the damage caused, ranging from US$2 billion up to US$10 billion, reflect on the inherent
difficulty of assessing the harm inflicted by cybercrime.
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Virus experts were quick to trace the ‘Love Bug’ to The Philippines. The Philippines’
National Bureau of Investigation and United States FBI agents identified individuals
suspected of creating and disseminating the ‘Love Bug’ using information supplied by an
Internet service provider (ISP) but ran into problems with their investigation. Since The
Philippines had no cybercrime laws, creating and disseminating the virus was not a crime;
since there was no crime, the agents had a hard time convincing a magistrate to issue a
warrant to search the suspects’ apartment. Getting the warrant took days; sufficient time for
them to destroy the evidence. After finally executing the warrant authorities seized evidence
indicating that Onel de Guzman, a former computer science student, was responsible for
creating and disseminating the ‘Love Bug’. As hacking and the distribution of viruses had
not been criminalized, officials struggled with whether de Guzman could be prosecuted.
After finally charging him with theft and credit card fraud, they watched as the charges were
dismissed as inapplicable and unfounded. Because extradition treaties require ‘double
criminality’, that the act for which extradition is sought be a crime by the laws of each
involved nation, de Guzman could not be extradited for prosecution by other countries that
do have cybercrime laws, such as the USA.

Despite having caused billions of dollars in damage to thousands of victims in numerous
nations, de Guzman could not be brought to trial in the matter. Yet, there are also examples
where such trans-national nature of crime has provided policing bodies with a flexible tool by
which to maximise the potential for gaining a conviction, particularly with regard to ‘forum
shopping’ so that the prospect of achieving the most effective investigation and/or
prosecution is achieved. A number of cases from both sides of the Atlantic demonstrate the
enabling aspect of the trans-jurisdiction of the Internet. In United States of America v Robert
A. Thomas and Carleen Thomas the prosecutors ‘forum shopped’ to seek a site where they
felt a conviction would best be secured.

The difficulty lies in properly defining the laws needed to allow for cybercriminals’
apprehension and prosecution. While seemingly a straightforward task, difficult issues are
raised. First, the definitional scope of cybercrimes, should the definition include only laws
that prohibit activities targeting computers or should legislation outlaw crimes against
individuals affected through the computer, such as cyber-stalking and cyber-terrorism.
Second, whether these laws should be cybercrime-specific, or targeting only crimes
committed by exploiting computer technology. Is it, for example, necessary for a country to
add a ‘computer fraud’ offence if it has already outlawed fraud? After it could be argued that
crimes such as web site defacement are merely electronic graffiti; password or credit card
number stolen off the Internet are simply theft and fraud in a new guise; those involved with
Internet pornography and prostitution are simply utilizing a new medium, stalking and
harassment will continue to be conducted by mail and telephone as well as via Internet
technologies. The authors have however argued elsewhere38 that such an approach is too
simplistic and the nature of these crimes is different and as such require separate legislation.

In several ways cybercrime differ from crimes in physical world: ‘They are easy to learn how
to commit; they require few resources relative to the potential damage caused; they can be
committed in a jurisdiction without being physically present in it; and they are often not
clearly illegal’. They also pose far greater challenges for law enforcement: Effective law
enforcement is complicated by the trans-national nature of cyberspace. Mechanisms of

63



cooperation across national borders to solve and prosecute crimes are complex and slow.
Cyber criminals can defy the conventional jurisdictional realms of sovereign nations,
originating an attack from almost any computer in the world, passing it across multiple
national boundaries, or designing attacks that appear to be originating from foreign sources.
Such techniques dramatically increase both the technical and legal complexities of
investigating and prosecuting cyber-crimes.

The first comprehensive inquiry into the criminal law problems of computer crime on the
international scale was initiated by the OECD. In 1983, a group of experts met and
recommended that the OECD take the initiative in trying to achieve the harmonization of
European computer crime legislation. From 1983 to 1985, the OECD carried out a study of
the possibility of an international application and harmonization of criminal laws to address
cybercrime and abuse. The study resulted in the 1986 report Computer-related Crime:
Analysis of Legal Policy, which surveyed existing laws and proposals for reform and
recommended a minimum list of abuses that countries should consider criminalizing. It
further ensured that instead of unilateral approaches, attempts be made to international
harmonization of legal, technical and other solutions.

In this respect OECD along with the Council of Europe, the European Union, the United
Nations, and Interpol have played leading and important roles. Ulrich Sieber, author of the
cybercrime study commissioned by the European Commission, found a close
interrelationship between law reform at the national level and activities on the international
and supranational level. As Sieber explained, ‘the preparation of the respective initiatives had
a considerable impact on national laws by bringing the major national players together’.

Key issues and future development of International Cyber-Space Law:

Setting Rules for Global Cyberspace: With the rapid development of information technology
and extensive use of the internet, the issue of how cyberspace should be regulated has
increasingly become a serious concern of countries in the world. Admittedly, there is no legal
vacuum in the global cyberspace, yet the legal framework for global cyber governance is far
from being established. In general, the current rule-making process in the global cyberspace
is shaped by three factors, namely, related institutions under the United Nations (UN)
framework, legislation by regional and specialized international organizations, and all other
efforts made by various stakeholders from different countries.

There are four major institutions under the UN framework dealing with the rule-making
process on cyberspace. First is the World Summit on the Information Society (WSIS). On
December 21, 2001, the United Nations General Assembly (UNGA) Resolution 56/183
endorsed the convening of the WSIS in two phases including the Geneva phase (December
10 to 12, 2003) and the Tunis phase (November 16 to 18, 2005), which generated four
important documents including the Geneva Declaration of Principles, the Geneva Plan of
Action, the Tunis Commitment, and Tunis Agenda for the Information Society. According to
these documents, “policy authority for internet-related public policy issues is the sovereign
right of states. They have rights and responsibilities for international internet-related public
policy issues.”
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From December 15 to 16, 2015, a high-level meeting under the auspices of the UNGA was
held in New York to review the implementation of the four WSIS documents, and the
outcome document of the meeting highlighted the importance of promoting economic
development through information and communication technologies, bridging digital divides,
complying with the UN Charter and international law, building confidence in the use of
information and communications technologies, and improving cyber governance. It also
requested the Chair of the United Nations’ Commission on Science and Technology for
Development, through the Economic and Social Council (ECOSOC), to establish a working
group to develop recommendations on how to further implement enhanced cooperation as
envisioned in the Tunis Agenda, taking into consideration the work that had been done on
this matter thus far. The UNGA is expected to review the implementation of the outcome
document in 2025.

Second is the Groups of Government Experts (GGE) on Information Security under the First
Committee of the UNGA. Since 2003, four GGEs have been formed successively to examine
the existing and potential threats from the cyber sphere, as well as possible cooperative
measures to address them. The third GGE concluded with a report in 2013 that “international
law, and in particular the Charter of the United Nations, is applicable” in cyberspace and that
“state sovereignty and international norms and principles that flow from sovereignty apply
to the conduct by states of ICT related (Information and Communications Technology)
activities and to their jurisdiction over ICT infrastructure within their territory.” The fourth
GGE, built upon the work of previous three Groups, further clarified and consolidated the
role of state sovereignty in cyberspace by emphasizing that “states must observe, among
other principles of international law, state sovereignty, sovereign equality, the settlement of
disputes by peaceful means and non-intervention in the internal affairs of other states.” The
70th UNGA in December 2015 adopted a resolution requesting the establishment of a new
GGE “to continue to study existing and potential threats in the sphere of information security
and possible cooperative measures to address them; and how international law applies to the
use of information and communications technologies by states, as well as norms, rules and
principles of responsible behavior of states.

Another key institution is the United Nations Expert Group on Combating Cybercrime. The
Commission on Crime Prevention and Criminal Justice (CCPCJ) was established by the
Economic and Social Council resolution 1992/1, upon request of UNGA resolution 46/152.
The group was set up according to the Salvador Declaration adopted at the 12th United
Nations Congress on Crime Prevention and Criminal Justice in April 2010, and it has been
functioning as a platform under the CCPCJ for the comprehensive study of cyber-related
crimes. Western nations, those from the European Union in particular, have been advocating
for the Budapest Convention on Cybercrime (entering into force on July 1, 2004) to be
accepted by national governments as a universal treaty on crimes committed via the internet
and other computer networks. However, many developing countries, including emerging
powers like Russia and China, have declined to adopt the convention on the grounds that it is
not universally applicable. China insists that any international treaty on combating
cybercrime which is intended to be universally applicable should be drafted under the UN
framework; this is opposed by many Western nations.
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The last one is the International Telecommunication Union (ITU). The ITU convened the
World Conference on International Telecommunications (WCIT) in Dubai, United Arab
Emirates in December 2012 in order to amend the International Telecommunications
Regulations(ITRs), a binding global treaty enacted in 1988. During the conference,
developing countries proposed to introduce amendments on internet governance and cyber
security to promote equal internet management by national governments, developing and
developed alike. However, the United States and other Western countries opposed the ITU’s
intervention and refused to sign the amended treaty after it was adopted by a large vote. The
amended treaty which entered into force in January 2015 includes new provisions on cyber
security, broadband connectivity, telecommunication services such as international roaming,
energy efficiency and e-waste best practices. At its 2014 Plenipotentiary Conference in
Busan, South Korea, the ITU adopted a resolution to set up a working group on international
public policy issues pertaining to the internet and the management of internet resources, to
organize international and regional consultative meetings with relevant ICT stakeholders on a
regular basis.

Besides the institutions under the UN system, the legislation passed by regional and
specialized international organizations is also regarded as part of the rule-making process in
the global cyberspace. For example, the Shanghai Cooperation Organization (SCO) set up an
International Information Security Expert Group to foster consensus on information security
among its member states. In January 2015, the SCO submitted the revised version of its 2011
International Code of Conduct for Information Security to the UNGA, an effort involving
China’s active participation in international cyber-law-making.

Another example is the establishment of the Working Group on Customary International Law
under the Asian-African Legal Consultative Organization (AALCO). At the AALCO’s 2014
annual session, “international cyberspace law” was put on the agenda upon Chinese proposal.
Later, at its 2015 annual session in Beijing, China organized a half-day special meeting on
this topic, and a working group on international cyberspace law was set up to explore issues
such as state sovereignty, peaceful use of cyberspace, and combating cybercrime. Apart from
the ever more active stance China has adopted in agenda-setting on global cyber legislation,
some other countries have been seeking to play a bigger role as well. For instance, Turkey
included, for the first time, cyber issues into the agenda at the 2015 Group of Twenty (G20)
Summit at Antalya, whose communique addressed cyber espionage, applicability of
international law in cyberspace, and the United Nations’ role in the cyber rule-making
process. Meanwhile, such specialized international organizations as the International
Committee of the Red Cross and the United Nations Institute for Disarmament Research are
also trying to promote legislation concerning cyberspace.

Other stakeholders, especially the global academia, also contribute much to the progress of
international legislation on cyberspace. A most prominent example is the Tallinn Manual on
the International Law Applicable to Cyber Warfare. Between 2009 and 2012, the Manual
was written at the invitation of the Tallinn-based NATO Cooperative Cyber Defense Center
of Excellence by an international group of 19 experts. Other famous manuals completed by
scholars include the San Remo Manual on International Law Applicable to Armed Conflicts
at Sea prepared during the period of 1988 to 1994 by a group of legal and naval experts
participating in their personal capacity in a series of roundtables convened by the
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International Institute of Humanitarian Law, the 2008 Draft Manual on International
Humanitarian Law in Air and Missile Warfare prepared by Harvard University’s Program of
Humanitarian Policy and Conflict Research (HPCR), and a manual on armed conflicts in
outer space being prepared by McGill University in Canada.

These academic researches mainly build upon theories of international law and therefore are
not legally binding, although the Tallinn Manual has aroused heated debate around the world.
Some argue that the manual has exaggerated the threat emanating from armed conflicts in
cyberspace because the majority of existing cyber-attacks do not qualify as armed conflicts,
and thus more attention should be paid to the rule-making in cyberspace during peacetime.
As a result, Tallinn 2.0, the updated version of the original Tallinn Manual, is now being
drafted to reflect prevailing ideas about international rules and regulations in the cyber
context, such as state sovereignty, state responsibility, international human rights law, and
cyber operations during peacetime.

In addition to these manuals, there exist other initiatives including the London Process,
Brazil’s NetMudial process, and China’s World Internet Conference in Wuzhen, etc., all of
which are based on a multi-stakeholder approach involving nation-states, international
governmental and nongovernmental organizations, academia, and civil society. In short,
there are numerous parties involved in the global cyber rulemaking process, while no single
party or institution is able to play an overarching and integrating role in the process, thus
adding much uncertainty to the future trends of international cyber legislation.

Key Issues in Shaping International Cyberspace Law: While an international legal system on
cyberspace is slowly taking shape, some key issues such as global cyber governance model,
state sovereignty in cyberspace, online freedom, application of the law of armed conflict to
cyberspace, and international cooperation on combating cybercrime have emerged as the
most salient topics for discussion during the global legislation process. Below is the author’s
view on these important issues.

First and foremost, the UN-centric approach ought to serve as the core governance model in
the global cyberspace. Cyberspace is a sui generis domain, with dual characteristics of reality
and virtuality and also dual attributes of sovereignty and global commons. On one hand, as
an interconnected and indivisible global information channel, cyberspace is shared by all
internet users on the planet. Unlike outer space, the high seas, the Antarctic or other global
commons, cyberspace per se does not have any territory or boundary, it is a man-made
virtual space based on the interaction and intertwinement of human cyber activities supported
by cyber infrastructures. The orderly functioning of cyberspace concerns the interests of all
states, and so cyberspace should not be controlled or dominated by any single country. On
the other hand, cyberspace also has elements of sovereignty. Each state is entitled to the
exercise of sovereignty over cyber infrastructures, online data, cyber activities and cyber
governance within its own territory. Each state may also exercise extra-territorial jurisdiction
over cyber activities pursuant to international law. Therefore, cyberspace should be governed
by both sovereign states and the international community.

When it comes to cyber issues related to the common interests of the international
community, we should make full use of existing mechanisms under the UN framework. The
UN system is the core architecture for global governance, playing a leading role in
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international peace and security. In global cyber governance, the UN should also take the
central position. While maintaining the various global cyber governance platforms, we may
consider the option of establishing a special committee on cyber governance under the
UNGA, which will take into account the interests of multi-stakeholders, including those of
nation-states, private sectors, technology community and civil society, and coordinate
various responsibilities and functions of different mechanisms on cyber governance, so as to
build a harmonious, rule-based order for cyberspace.

We should welcome and encourage all parties to actively participate in cyber governance and
assume their respective responsibilities and roles, with a view to foster a multi-stakeholder
approach of cyber governance. Internet companies, NGOs and the technology community
should continue to play an important role in application innovation, industrial development
and self-discipline, standard formulation and operation support. Yet the multi-stakeholder
approach must not focus only on companies and NGOs while marginalizing the role of
national governments. As administrators of state affairs and the major participants in
international cooperation, national governments undertake great responsibilities in cyber
affairs and have every reason to play a leading role in the cyber policy making process and
try to accommodate the views of various parties.

In recent years, the internationalization of the Internet Corporation for Assigned Names and
Numbers (ICANN) has been promoted and the U.S. government also made an announcement
in 2014 of its intention to transfer its stewardship of the ICANN. All these steps can be
regarded as initial progress in the long-lasting joint efforts by the international community. In
December 2015, the UNGA high level meeting was held at the UN Headquarters in New
York to have an overall review of the implementation of the WSIS outcomes. It provided an
opportunity for in-depth discussions on important issues in the implementation of the WSIS
outcomes, including the progress, gaps and challenges, as well as areas for future actions,
which marked a new stage of development of global cyber governance. In this light, all
parties should jointly promote the multiple cyber governance mechanisms under the UN
framework, such as the International Code of Conduct on Information Security in the UNGA,
the UN Group of Governmental Expert on Information Security (UNGGE), the UN open-
ended Inter-Governmental Expert Group on Cybercrime, the WSIS process, and relevant ITU
mechanisms.

Second, state sovereignty and the fundamental freedom of speech and expression in
cyberspace should be treated as basic principles in international cyberspace law. The
principle of state sovereignty, which is the cornerstone of contemporary international
relations and international law, should apply to cyberspace. In this regard, the report put
forw